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Information Registered on the Request to Speak System

House Ad Hoc Committee on Oversight, Accountability and
Big Tech (9/5/2023)

6, Public Testimony

Support:
Merissa Hamilton, representing self; Jeff Caldwell, representing self; Mathia Hassett, representing self; John
Hassett, representing self

Oppose:
Nikki Collett], representing self; Andrea Young, representing self; RTS Warrior, representing self; Pam Throw,
reprasenting self

Aflt Comments:

Merissa Hamilton, Self: Big Tech has interfered in our elections in Arizona. They've also assisted tyrants in AZ to use
our government resources to do the same.; Jeff Caldwell, Self; ANB Systems has deployed eTRACK+ with NE
utilitles to allow data recorded by EVs is transferred when plugged at home to charge. 15 Min cities have "Traffic
Filters.” WBCSD is a CEQ led organization of over 200 co's pushing for climate lockdowns.; Mathia Hassett, Self:
Members of the Committee, We need to stop how Big Tech is controlling our searches, interfering in elections,
and censoring social media platforms. This cannot be allowed to continue if we want to have free and fair
elections in the United States.; John Hassett, Self: Big tech companies centrol enough of the information we seek
to create a bias. They also have the ability to censor people and info that go against their narrative and have done
s0. Together, those two things threaten free and fair elections. Thanks!; Nikki Colletti, Self: This is election
interference, whether specifically stated in the law or not. At the very least, what Hobbs did was suppression of
speech and big tech allowed or encouraged it. There is no room for this in a constitutional republicl; RTS Warrior,
Self: Katie Hobbs has NO husiness asking Twitter to censor tweets in regards to accusing Trump's base as Neo
Nazi's. she should he censored-this is against freedom of speech and exceeded her authority to even request this
action. THIS HAS GOT TO STOP; Pam Throw, Self: It is obvious that big tech has played a role in swaying public
opinion in our elections & it must be stopped.
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CONFIDERNTEAL

Al B R I American Institute for Behavioral Research and Technology

August 24, 2023

CONFIDENTIAL PROGRESS REPORT; ARIZONA SUPPLEMENT
ANALYSIS OF 2022 U.S. MIDTERM ELECTION DATA
CONTACT: DR, ROBERT EPSTEIN (re@aibrt.org)

Protecting Our Elections and Our Children
from Manipulation by Big Tech

We 're Building a Nationwide “Digital Shield” to Make Big
Tech Companies Accountable to the Public

Summary

Midterms: Based on our analysis of more than 2.5 million “ephemeral experiences” we preserved
in the days leading up to the November 8, 2022 ¢lections through the computers of a politically-
balanced group of 2,742 registered voters in 10 swing states — our “field agents” — we have so far
documented four powerful forms of manipulation sufficient to have shifted upwards of 80
million votes (spread across hundreds of midterm elections): (1) substantial liberal bias in
Google search results (but not Bing), (2) liberal bias in more than 75 percent of news-related
videos suggested by YouTube (even though only 38 percent of news videos have such bias), (3)
significantly more go-vote reminders sent to liberals than to conservatives on Google’s home
page on Election Day, and (4) significantly more election updates sent to liberals than to
conservatives on Twitter. Ephemeral experiences are interactions we all have with temporary
online content that is normally lost forever and that Google and other tech companies use to
influence thinking and behavior. Over time, we will release more detailed data, along with state-
by-state and race-by-race analyses.

Building a “Digital Shield”: In the months following the 2022 election, we have continued to
expand our nationwide panel of field agents and are on track to have a large-scale, permanent
“digital shield” in place — more than 25,000 field agents — by the end of 2023. As of August 24,
2023, we are preserving and analyzing ephemeral content 24 hours a day through the computers
of a politically-balanced group of 10,963 registered voters in all S0 states, and we have also
enrolled 2,250 children and teens into our monitoring system. We have so far preserved more
than 33 million_ephemeral experiences on multiple platforms. We also have evidence that our
monitoring may be causing YouTube to back off on its manipulations. The more data we
capture, the greater the pressure on tech companies to cease their manipulations, Without a [arge-
scale digital shield in place, we will be surrendering our democracy and the impressionable
minds of our children to the world’s new Tech Lords.

Attachmen; ¢/
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AI B R I American Institute for Behavioral Research and Technology

1. Overview of the Project

Contact: Robert Epstein, Ph.D., Senior Research Psychologist, email: re@aibrt.org, mobile/text: 760-917-
8152

Organization: AIBRT is a nonprofit, nonpartisan, 501(c)(3) public charity founded in 2012 to conduct be-
havioral research that advances the public good (see https://aibit.org/index.php/about). EIN: 45-5623500

Background: Since 2013, AIBRT has been conducting and publishing rigorous controlled experiments
that demonstrate the unprecedented power that Google and other tech companies have to shift opinions
and voles on a massive scale worldwide. The cxperiments also show that these new forms of
manipulation — ameng the most powerful types of influence that have ever been discovered in the
behavioral sciences — can be employed without people’s awareness, which makes them especially
dangerous (https://SearchEngineManipulationEffect.com).

Since 2016, AIBRT has also been a leader in developing systems and software that allow us to monitor,
preserve, and analyze ephemeral online content being sent to internet users by tech companies
(hitps://TamingBigTech.com). In 2019, AIBRT researcher Dr. Robert Epstein testified before a
Congressional committee (chaired by Sen, Ted Cruz) about our progress in this area (see 7-min. video at
https://EpsteinTestimony.com).

In 2020, we preserved and analyzed more than 1.5 million online election-related ephemeral experiences
controlled by Google and other tech companies - brief, influential experiences (such as showing people
personalized search results or YouTube videos) that are normally lost forever and that can be used to
manipulate people without their knowledge. We did so by recruiting 1,735 registered voters (our “ficld
agents”), mainly in four swing states, and then, with their permission, installing custom “passive
monitoting software” on their computers that allowed us to aggregate and analyze ephemeral content
being sent to them (see 15-min. video at https://TheCaseForMonitoring.com).

Our 2020 findings echoed those from our 2016 and 2018 monitoring projects: Google was showing
politically biased content to US voters, Among other things, its search results were highly biased in favor
of one Presidential candidate, and it was sending more go-vote reminders (on its home page) to members
of that candidate’s party. The level of bias was sufficient in the 2020 Presidentiai election to have, over
time, shifted six million votes among undecided voters toward the favored Presidential candidate.

On November 5, 2020, our findings prompted three U.S. Senators to send a letter to Google’s CEQ
(https:/LetterToGoogleCEO.com) expressing concern about Google’s possible interference in the
Presidential election. As a result, Google immediately stopped its online interference in Georgia’s two
runoff Senate races (https.//TheCaseForMonitoring.com). Bias in search results disappearcd, and no go-
vote reminders were sent to Georgia voters.

The knowledge that their ephemeral content was being fracked and analyzed apparently caused Google’s
leaders to stop their manipulations. As Supreme Court Justice Louis Brandeis said a century ago,
“Sunlight is the best disinfectant.” To protect Americans from manipulation by emerging technologies, a
perimanent, nationwide monitoring system must be buiit.

-Page 3ol 14 -



Current project: In early 2022, we began building a larger, more comprehensive monitoring system as a
step toward creating a permanent, nationwide “Digital Shield” (see htips://AmericasDigitalShield.com).

By Election Day for the midterm elections — November 8, 2022 — we had recruited 2,742 field apents,
again mainly in 10 swing states, and we prescerved more than 2.5 million ephemeral experiences on the
Google and Bing search engines, Google’s home page, YouTube, Twitter, and Faccbook.

For the first time ~ and with the permission and cooperation of their parents — we also began recruiting
minors as field agents, and we began to develop custom passive monitoring software that will allow us to
capture conient that young people are viewing on their phones and other mobile devices.

A growing bady of research suggests that a variety of internet content — content that is normatly not
monitored by parents, authorities, or researchers — is harming young people in the U.S. and elsewhere,
especially young girls, A permanent monitoring system that continuously detects and exposes harmful
content will force tech companies to modify or defete such content.

Please note: We do nof violate the privacy of ecither adults or children with our monitoring systems.
Unlike companies like Google and Facebook, we do nof look at the data of individuals. When data are
transmitted to us, they contain no identifving information, and we analyze only aggregated data.

And this time, we did not stop our recruiting efforts or shut down our monitoring system after the
election. Instead, we have continued to expand our panel of ficld agents, the goal being to have a large,
representative sample in all 50 U.S. states by the end of 2023,

This will be the world’s first nationwide “Digital Shield” (see mockup on the following page). It will
operate 24 hours a day, collecting and analyzing evidence of bias, indoctrination, censorship, and
manipulation on multiple tech platforms, including the popular TikTok and Instagram platforms, as well
as on personal assistants such as Alexa and Siri.

On an ongoing basis, we will report anomalies to journalists and public officials: members of Congress,
the U.S. Attorney General, state attorneys general, members of the Federal Election Commission,
parenfing groups, and so on. Exposure will force the tech companies to stop their manipulations, and we
will detect and report such changes as soon as they occur. A vast and ever-prowing archive of data will
also be stored. available for future analysis and use by regulators, legislators, advocacy groups, and the

gseneral public.

Real-time monitoring of Big Tech content 24 hours a day, with evidence of bias,
censorship, manipulation, and indoctrination reported continuously to the public,
Journalists, and public officials.
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To America's voters and pubc otiiciais: Below are accurate measures of poltcal bias bemng displayad loday on maor orne platioms (o a poitcaty-balanced sample
of 1egistered volers in #f 50 ULS, stales, Biased content can shill the voting preferences of between 20 and 80% of undecided volers and can easfy ti the oulcome of close
slections. Bias produced by the algorithms of Big Tech companies undemines the free-and-{air election because it can't be countsracted by pofitcal campaigns.

1A

- TARGETED GO-VOTE REMINDERS

Are Google and other lech companies sending
LIBERAL CONSERVATIVE more registerto-vols and go-vote reminders to

BLAS members ol one party? We frack those 1eminders,
and the answer is YES.

(,:)(j) >§§!€

LIDERAL
BiAS

COKSERVATIVE
BIAS

Esumated comuative votes shifted as of &5/24: 3,455,000 - Estlmased cumidziive votes shifted as of B524; 0

facebook

CONSEAVATIVE

LBERAL BAS

LIBERAL GONSERVATIVE
BIAS BAS

Comsterbnt Labes bt
POLITILAL LERMNG

FILE A COMPLAINTI
;. Want to make a difference? Want to stop Big Tech
| companias from 1igging ow elections and
. ¢ indoctrinating our children? Chek HERF ' contact
Estimaled cumidalive votes shified as of &5724: 1,205,000 Estimated cumasalive votes shifted as of 85724; 450,000 pubkc officials about your concems!

: SPONSOR OUR FIELD AGENTS & FAMILIES)
i Qur field agenis receive only token fees for assisting
. us. They're doing a sendce to our country! Chck HERE

METHOD [Ty : ! to sponsor a fig just 25 amonth.

V\‘ﬁ[h lh,eh— pemﬁssion, W‘elfe (:Oﬁecfﬂg da!a 24 ¢ P T
houts a day twough the computers and mobils
devices of a poficaly-balanced group of tens of

- thousands of registered votars in a8 B0 US
slales, Wo're eso monitoring content being sent
1o their chddien, looking for signs of pofitcal
indoctination. Unkke Godgle and Facebook, we
never viclate privacy. Data are transmitted to us
without identhing information, and we ondy
enalyze aggregate dala, naver inddvidual dala.

: THE ORGANIZATION

. The data are being collectsd by The Tech Watch,

| Bmjoct, a divisian of the Ameticean Instiute o

. Behaviord Research and Technalogy, & nonprafit,
Hoderats - nonpartisan, 50%{c){3) organization foundad in 2012,

THE SCIENCE BEHIND THE SYSTEM

Our monfloring system is sigorous and oblectve, and
 s0is the science behind our vote-shifting estmates,
1 To access more than 50 arficles, scientfic reports,

and videos documenting our work, click HERE. :

Conturvmtivg

TOTAL ESTIMATED NET SHIFTED VOTES AS OF 8-8-2024: 5,855,000 TO DEMOCRATS”

‘tncludes data from Twidtier, Inslagram (owned by tMelaFaceboak), TikTok, and other platformns.

A mockup of a public dashboard that will show up-to-the-minute summaries of bias,
censorship, indoctrination, and manipulation on Google and other Big Tech platforms
24 hours a day. The mockup can be viewed at https://AmericasDigitalShield.com. It will
go live late in 2023.
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Supplement: Arizona Midterms Data (Nov. 3-8, 2022)

a. Arizona Field Agents as of Nov., 8, 2022: 328

b. Statewide: Bias in Google Search Results

Bias i search results in Arizona followed the trend of bias in search results in other swing states: almost
no bias on the Bing search engine and substantial liberal bias on the Google search engine (Figure Asz
and Figure Baz). This bias was being shown to liberals, conservatives, and moderates (Figure Caz). The
difference between the bias levels for Google and Bing was statistically significant (P < 0.001, d = 0.38).
Below the statewide data, we show data for the Arizona senate race and governor’s race.

Figure Aaz,
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c. Statewide: Bias in YouTube Suggestions

Summary: Our preliminary analysis of the YouTube data we captured shows that 64.9% of the news-
related videos YouTube (owned by Google) was suggesting to voters came from liberal news sources.
Becausc bias in videos dramatically shifts the opinions and votes of undecided voters (see our new
research at  https://YouTubeManipulationEffect.com), this is an especially powerful and subtle
manipulation. See data summary in the pie chart below (Figure Dyz). Was YouTube simply displaying a
representative sample of online news videos? Apparently not, See Figure D' (next page) to see the actual
distribution of available online news videos categorized by political leaning. Our initial look at bias in the
videos being recommend to minors shows even greater political bias than adults are seeing (on next page,
see Figure D').

Figure Daz

Political Leaning of Up-Next Videos
All Recommended by YouTube, Nov. 3 - Nov, 8, 2022, Arizona
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Figure D'

Distribution of Rated News Sources
Nowv, 3 - Nov, 8, 2022
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n= 3,393 MODERATE

LIBERAL
Figure D"

Political Leaning of Up-Next Videos For Minors
All Recommended by YouTube, Swing States
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d. Senate Race: Bias in Google Search Results

Bias in search results in the Arizona senate race followed the trend of bias in search results statewide:
almost no bias on the Bing search engine and substantial liberal bias on the Google search engine
(Figures Faz and Faz). This bias was being shown to liberals, conservatives, and moderates (Figure
Guaz). The difference between the bias levels for Google and Bing was statistically significant (P < 0.001,
d =0.44),

Iigure Eaz
MEAN BIAS BY SEARCH ENG!INE
Nov. 3 - Nov. 8, 2022, Arlzona Senate Race
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Figure Faz,
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c. Governor’s Race: Bias in Google Search Results

Bias in search results in the Arizona governor’s race followed the trend of bias in search resulls statewide:
almost no bias on the Bing search engine and substantial liberal bias on the Google search engine
(Figures Haz and Iaz). This bias was being shown to liberals, conservatives, and moderates (Figure Jaz).
The difference between the bias levels for Google and Bing was statistically significant (P < 0.001, d =

0.34).

Figure Haz,
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Figure Iz

MEAN BIAS BY SEARCH ENGINE
Nov. 3 - Nov. 8, 2022, Arizona Governor's Race
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Additional Resources

https://EpsteinTestimony.com (7-min. video, Epstein 2019 Congressional
testimony)

https://GooglesTripleThreat.com (Updated and expanded version of
Epstein’s 2019 Congressional testimony, with 50+ references to Epstein
talks and publications on Big Tech)

https://AmericasDigitalShield.com (mockup of real-time dashboard showing
Big Tech manipulations, to be released in late 2023)
https://TechWatchProject.org (new website focusing on the nationwide
monitoring project)

https://MyGoogleResearch.com (to support & learn more about AIBRT
research on Big Tech)

hitps://HowGoogleStoppedTheRedWave.com (Epstein in The Epoch Times)
https://MyPrivacyTips.com (Epstein article on privacy, updated Feb. 2022)
https://TheCaseForMonitoring.com (15-min. video about AIBRT’s 2020
election findings)

https://EpsteinOnTuckerCarlson.com (Epstein on Tucker Carlson, 56-min.
video, password: “epstein” — private link, not for publication)
https://EpsteinOnRogan.com (Epstein on Joe Rogan Experience, 160-min.
video)

https://EpsteinOnAmerican Thoughtleaders.com (90-min. video, interview
on Big Tech)

https:/EpsteinOnSTEMTalks (90-min. biographical audio interview)
https://CreepyLine.org (80-min. documentary about Big Tech, features
Epstein research)

https://TheNewCensorship.com (Epstein article on Google’s blacklists, in
U.S. News & World Report)

https://TamingBigTech.com (article about AIBRT’s 2016 monitoring
project)

https://TheAnswerBotEffect.com (new research on personal assistants)
https.//TargetedMessagingBEffect.com (new research on Twitter)

https://Y ouTubeManipulationEffect.com (new research on YouTube)
https://SearchSuggestionEffect.com (new research on Google search
suggestions)

https://SearchEngineManipulationEffect.com (2015 SEME paper in PNAS)
https://OpinionMatchingEffect.com (new research on biased online quizzes)
https://LetterToGoogleCEQ.com (Nov. 5, 2020 letter from U.S. Senators to
Google CEO)
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How Google manipulates search to favor liberals and
tip elections

By Miranda Devine
May 24, 2023 7:48pm  Updated
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Dr. Robert Epstein is tracking Google's bias in its search results.
REUTERS

While the focus has been on Twitter and Facebook’s censorship and liberal bias, the worst
Big Tech culprit of all has been getting a free pass — and now it's coming for our children.
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That's the warning from research psychologist Dr. Robert Epstein, a Californian Democrat
with a Harvard Ph.D, who has spent the last decade monitoring Google's manipulation of
newsfeeds, search results and YouTube suggestions.

He shared his latest research with The Post when he was in New York this week to raise
donations for the next stage of his project.

Epstein’s research shows that Google has the power to change minds and move elections
to suit its liberal corporate worldview. '

And despite regular protestations of innocence to Congress, the $1 trillion multinational tech
giant is using its virtual monopoly as a search engine to elevate liberal views, stifle
conservatives and manipulate the impressionable minds of our children.

Shifting 6 millionvotes

You thought Twitter and Facebook censoring The Post's Hunter Biden laptop stories was
bad?

How about 6 million votes shifted to Joe Biden by Google in the 2020 election by
manipulating what we read and see online?

That's the electoral impact Epstein, 69, claims Google secretly had in 2020, using biased
algorithms which skewed search resuits towards positive links for Biden and negative links
for Trump, as well as Get Out The Vote messaging on Google's home page targeted
primarily at Democrat voters.

Preliminary results from Epstein’s new project, monitoring how Google's massive psy-op is
targeting children through YouTube and other products, show liberal bias is even more
pervasive.
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Epstein claims Google secretly had an electoral impact in 2020, using biased algorithms which skewed search results
towards positive links for Biden and negative links for Trump.

Reuters

For instance, he found that YouTube’s “Up Next” suggestions to adults for the next video to
watch were biased towards liberal sources 76% of the time.

But for children and teens, initial data from the past three months shows the percentage of
suggested videos on YouTube which come from liberal sources is 96%.

“That's how aggressive they are with our kids,” he said this week. "Because they think
they're gods. And no one has ever taken them to task, ever.”
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He did not evaluate the content of the suggested videos but used an average ranking from
three nonpartisan organizations which measure media bias to assign liberal, conservative or
centrist labels to the sources of the videos.

Out in the wilds of cyber space just 38% of video sources are liberal. The rest are
conservative or centrist, But YouTube wildly skews its content in favor of the minority
viewpoint,

While Epstein can't tell you what exactly is in the videos being promoted to children, it's not
hard to guess the sorts of toxic woke ideas being pushed, thus normalizing the abnormal
and rendering wholesome childhood fare the outlier.

The problem for the average person trying to guard against the manipulation is that you
can't catch Google in the act because its search results or YouTube suggestions are
“ephemeral,” meaning they disappear once you click off onto one of the links provided, and
can never be recovered,

It really is the perfect crime.
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Epstein’s data will track Twitter, Google, Bing and Facebook.

AFP via Getty Images
Capturing data

But Epstein has developed a way to capture that ephemeral data by effectively “looking over
the shoulders” of real users, whom he calls fieid agents.
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He now has 7,566 registered voters in all 50 states, who have given him permission to
monitor and record their every Google interaction, in much the same way that Nielsen
monitors TV ratings.

More recently he has added 1,600 children, aged 5 to 17, and has big plans to expand his
panel to more than 25,000 field agents of all ages and political bents.

He says the best way to stop Google is to expose what they do, so he has built a public
dashboard which he hopes will go live later this year at americasdigitalshield.org, in time for
the 2024 election.

It will feature live tracking of bias on Google, YouTube, Facebook and Bing using real time
data from his field agents across the country.

It also will show how many estimated votes would be shifted based on the level of bias.
Moderate Republicans are the most susceptible to having their minds changed, he says.

Before the 2020 election Google CEO Sundar Pichai promised Congress: “Google does not
modify any products, including Search, to promote a particular political viewpoint . . . [We]
will not do so for the upcoming 2020 presidential election.”

But he's not fooling anyone. In terms of motive, Google is renowned for its liberal bias.

You can see that in political donations by employees of Google, YouTube, and other
subsidiaries of parent company Alphabet which went 94 percent to Democrats in 20186,

Hillary Clinton’s largest donor was Google/Alphabet.
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Mela censored The Post's Hunter Biden story.
AP

Google’s boss of almost two decades, the $25 billion man, Eric Schmidt, played a crucial
role in Hillary's campaign, as emails released by Wikileaks showed.

He also was Barack Obama’s 2012 campaign tech adviser. Obama’s analytics director, Elan
Kriegel, told psmag.com that he credited that tech team for up to half of Obama’s four point
winning margin in 2012: nearly 2.5 million votes.

A leaked video of a Google executive meeting after the 2016 election gives an insight into
the extreme partisan mindset of co-founders Larry Page and Sergey Brin, CEO Sundar
Pichai, and other bosses lamenting Trump’s win and vowing to do better next time.
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Conflicting values

Brin brands Trump supporters “extremists” and says the election outcome “conflicts with
many of [Google's] values.”

In a portent of censorship to come, Pichai says “investments in machine learning and Al” are
a "big opportunity” to address what another employee describes as “misinformation” shared
by “low-information voters.”

CFO Ruth Porat promises Google will "use the great strength and resources and reach we
have to continue to advance really important values.”

Leaked emails after the 2016 election also indicated Google had a get-out-the-vote effort
with Hispanic voters in swing states in an effective in-kind contribution to the Hillary Clinton

campaign.

More leaked emails, published by the Wall Street Journal, show Google employees in 2017
discussing ways to tweak search functions to change people’s views about Trump's travel
bans, including prioritizing pro-immigration organizations “to donate to” and "actively counter
Islamophobic . . . results.”

Google subsequently claimed it did not follow through with the plan.

But there is no doubt Google's culture is monomaniacally liberal and that Google executives
have shown a willingness to use the power of their algorithms to intervene in elections to
change voters’ minds on a massive scale.

There is no reason to think it won't happen again in 2024. Only Epstein is standing in the
way.:
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https://HowGoogleStoppedTheRedWave.com

THE EPOCH TIMES
VIEWPOINTS

How Google Stopped the Red Wave

Google and other tech companies want you obsessing about

conspiracy theories so you won’t look at how they tampered with the
2022 midterm elections

The Google logo at a data center in Belgium on Oct, 21, 2022, (NICOLAS MAETERLINCK/BELGA
MAG/AFP via Getty Images)

By Robert Epstein
November15,2022  Updated: November 18, 2022

Commentary
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What happened to the gigantic red wave that was supposed to crush the
Democrats in the midterm elections? Every Republican in the country is
blaming everyone else for this disaster, but almost no one is looking in the
right place—and that’s exactly how the Big Tech companies like it.

Based on my team’s research, Google, and to a lesser extent, Facebook and
other tech monopolies, not only took steps to shift millions of votes to
Democrats in the midterms, but they are using their influence to spread
rumors and conspiracy theories to make sure people look everywhere for
explanations—except at them.

Two days before the 2022 midterm elections, I published an article explaining
how Google and other tech companies were shifting millions of votes without
people knowing, and I also explained how I knew, without doubt, that this was
occurring.

Google isn’t the only culprit, but since they’re the biggest, most aggressive, and
most arrogant culprit, I'll focus on them in this article.

Over a period of months, Google nudged undecided voters toward voting blue
by showing people politically biased content in their search

engine, suppressing content they didn’t want people to see, recommending
left-leaning videos on YouTube (pdf) (which Google owns), allegedly sending
tens of millions of emails to people’s spam boxes, and sending go-vote
reminders on their home page mainly to liberal and moderate voters.

These manipulations (and others) don’t affect voters with strong points of
view, but they can have an enormous impact on voters who are undecided
(pdf)—the people who decide the outcomes of close elections.

I know Google did these things (and more!) because, in 2022, my team and I
were doing to them exactly what they do to us and our kids 24/7: We were
monitoring the politically related content that Google and other tech
companies were showing to actual voters—our politically diverse panel of
2,742 “field agents,” who were located mainly in swing states.
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In particular, we were tracking what Google employees call “ephemeral
experiences”—content that appears briefly, affects people, and then
disappears. In 2018, in emails that leaked from the company, Googlers were
discussihg how they might use ephemeral experiences to change people’s
views about Trump’s travel ban. They know how powerful ephemeral
experiences can be. That’s one of the most closely held secrets of Google’s

management.

Ephemeral content is ideal for manipulation purposes. If you get a go-vote
reminder on Google’s home page (see the image helow for an actual go-vote
reminder sent to a liberal voter on Election Day), how would you know
whether anyone else was getting it? You wouldn’t, and if you didn’t receive
such a reminder, how would you know that anyone else had?

<

{m
;}:&

Google Search i'm Feeling Lucky

;i%‘é IU's Election Dayl Find where to vote
‘T34

A go-vote reminder sent to a liberal voter at 11:25 a.m. on Nov. 8, 2022 (Screenshot via Google)

But we were capturing, aggregating, and analyzing the content that Google
and other companies were sending to the computers of our field agents, so we
could accurately estimate how many go-vote reminders Google was sending to
liberals, moderates, and conservatives. In all, in the weeks leading up to the
2022 midterms, we preserved more than 2.5 million of those persuasive
ephemeral experiences.
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When we used similar methods to monitor content being sent by tech
companies to voters before the 2020 presidential election, we found that
Google was sending fewer go-vote reminders to conservatives than to
moderates and liberals, Targeted messaging of this sort is a blatant
manipulation that can, on Election Day in a national election in the United
States, generate 450,000 extra votes for the favored candidate.

In 2020, we reported our findings to members of Congress, and on Nov. 5,
2020, three U.S. senators sent an intimidating letter (pdf) to the CEO of Google
that summarized our data. As a result, Google turned off its manipulations. In
the Georgia Senate runoffs that followed the presidential election, no one
received a go-vote reminder from Google.

But we weren’t so lucky this time around. The article I published just before
the election had no effect on Google, and this year, we couldn’t find a member
of Congress to send a warning letter, although we came close.

As aresult, Google search results remained politically biased on Election Day,
and so did the up-next recommendations on YouTube. Google also sent out
targeted go-vote reminders in most swing states,

If manipulations like these were being used nationwide in the months leading
up to the midterm elections, Google alone might have shifted 80 million votes
over time (with those votes scattered over hundreds of elections). We’ll have a
more precise estimate of the extent of vote shifting that occurred as we dig
into our data in the coming weeks.

That’s why the red wave fizzled—because Google had its digital thumb on the
scale for months before the elections.
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Look at history. Given inflation, the faltering economy, and President Joe
Biden’s low approval rating—not to mention the extensive vote redistricting
that Republicans engineered in many states recently (also called
gerrymandering)—the Republicans should easily have dominated the Senate
races and picked up 60 or more seats in the House (as they did in the 2010
midterm elections when Barack Obama was in office). This time around,
they’ll be lucky to end up with a slim majority in the House and an even split
in the Senate (which means that it remains under Democratic control).

Although we were unable to stop the manipulations in 2022, the good news is
that we were able to preserve a treasure trove of incriminating evidence—
those 2.5 million politically related ephemeral experiences. In 2023, this large
dataset might be used by authorities to go after Big Tech. This will almost
certainly occur if Republicans control the House.

And we're continuing to build a digital shield. By late 2023, we’ll be monitoring
the content that tech companies are sending to a representative sample of
more than 20,000 voters and children in all 50 U.S. states 24 hours a day, and
we’ll report suspect content to authorities and journalists as we find it.

This digital shield—the first of its kind in the world—will protect our
democracy and our children from potential manipulation by current and
emerging technologies for many years to come,

Finally, a word of advice: In the coming weeks and months, you’ll probably be
bombarded with scary stories about how the midterm elections were tainted
by rigged voting machines, fake ballots and other dirty tricks, just as you were
after the 2020 presidential election. Please try your best to ignore those stories.

Dirty tricks like these are competitive; if one party can use them, so can the
other. And even if some of the stories prove to be true (and most won't), dirty
tricks of the sort people talk about online make little difference in election
outcomes. Sometimes they shift only hundreds of votes; it’s rare for them to
shift thousands.

Page 5 of 6



What’s more, if these stories are spreading like wildfire on social media
platforms, that’s only because the tech companies want them to spread.
Platforms such as Facebook and Instagram (both part of Meta), Twitter, and
YouTube (owned by Google) have complete and absolute control over whether
stories go viral.

Remember when Twitter and Facebook suppressed stories about Hunter
Biden’s laptop in 20207 Again, these companies can spread stories or suppress
them as they please.

When you see a conspiracy theory spreading, you are often seeing an example
of large-scale manipulation by misdirection. The tech companies allow such
stories to spread—or even force them to spread—to turn your attention away
from the companies themselves. If you think that there were fake ballots, you
won’t pay attention to the fact that tech companies might have shifted millions
of votes in the midterms.

Sure, ballot stuffing sounds a lot more diaholical than “sending people
targeted go-vote reminders,” but don’t let yourself be fooled. Ballot stuffing is a
competitive activity that has little net effect. But targeted register-to-vote and
go-vote reminders on Google’s home page, which is viewed more than 500
million times a day in the United States, can shift votes by the million.

And that kind of manipulation can’t be counteracted, because it’s controlled
exclusively by the platform. People can’t even see that kind of manipulation,
and—except for the monitoring my team is doing—it also leaves no paper trail
for authorities to trace,

If you see a conspiracy theory blowing up on a tech platform such as Facebook
or even on Fox News (which often amplifies scary stories that are spreading
online), ask yourself this: Is this story real, or am I being manipulated yet
again by the tech lords who have taken control of our democracy (pdf)?

The chances are good that you’re being manipulated—yet again.

Views expressed in this article are the opinions of the author and do not
necessarily reflect the views of The Epoch Times.
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Privilege waived by Mr. Gilbert, June 29, 2023

SULLIVAN & ASSOCIATES

ATTORNEYS-AT- LAW, PLLC
6OL PENNSYLVANIA AVE NW SWITE 900 WASHINGTON D.C. 20004
PHONL 703-309-7576

ATTORNEY CLIENT PRIVILEGED COMMUNEICATION
ATTORNEY WORK PRODUCT

PAULE. SuLLivan, CA & DC

MEMORANDUM
TO: Jason Gilbert
FR: Paul Sullivan
DATE: June 29, 2023
RE: Nonpartisan Activities

Introduction: In accordance with your request and as a follow-up to our recent conversation,
have sct out below a brief and generic summary of the compliance standards which are required
under the Federal Election Campaign Act, as amended (FECA) and the Federal Election
Commission (FEC) regulations, Title 11 (Regulations) for a corporation to undertake
communications and activities which pertain to candidate and political party voter registration,
get-out-the-vote (GOTV), endorsements, voter guides and voting records (jointly *Activities”).
This memo is not intended to constitute a legal brief or opinion related to the issues discussed
and should not be relied upon for taking any legal action of any type. Rather, the memo is
structured as a guideline for a conversation; however, the points made are generally. supported
by the Regulations.

Issuc Prescnted: Your question, as I understand it, is whether entities may deliver a targeted
nonpartisan' message pertaining to Activities. Targeting is generally understood to consist of
delivering the communication to only what is perceived to be a favorable audience (e.g., specific
Congressional precincts or demographic groups) or withholding the communication from
specific Congressional precincts or demographic groups who are perceived to be unfavorable to
a candidate or political party.

FECA Terms & Concepts: There are some basic FECA terms and concepts which are required to
be understood as a foundation for this discussion: As'a: genelal Tule; corporations, whether for -
plOﬁl or. nonploﬁt and laboror gamzatlons are plohzblted from utihzmg their tieasuly funds to
contubute dnect}y or to p10v1de in-kind contubutlons (making use of corporate goods or"
services) to influence a candidate’s election or to benefit a political party.? There are a host of

! There are situations in which corporations may undertake “partisan” Activities, but though permitted, those
communications would require disclosure to the FEC of the expenses associated with that partisan Activity (see fin. 2
infra).

% The Regulations permit corporations to use treasury funds to make independent expenditures, which could include
each of the Activities discussed in this memo. That approach would require the filing of disclosure reports with the
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exceptions to this general rule, but the focus of this memo will be the exceptions to that rule
which enables corporations and labor organizations to use treasury funds to communicate to the
general public which promotes or advocates Activities on a “nonpartisan” basis (see 11 CFR
114.4(c & d)).

Analysis: Each of the exemption Activities are separately addressed in the Regulations with
distinclive compliance qualifications. However, for purposes of this generic memo, the focus
must be on some common qualifications which apply to each category of the Activities. The
overarching qualification is that these Activities cannot be undertaken in support or opposition,
directly or indirectly, of a candidate or political party, to include not coordinating the Activities
with a candidate or political party. This approach has been the basic standard since the FECA
was first considered by Congress.

With that general background, let me address the specific concerns you have raise. There are a
couple of potential scenarios that should be addressed. Each one, however, goes back to the basic
principle that utilizing a biased or prejudicial targeting of a demographic population or
geographic area is prehibited. Such fargeting is the anthesis of an “equitable and nonpartisan”
commurication (see fn. 3 infra.),

If a corporation communicates a nonpartisan voter 1eglshatlon message toa Congiessmnal
district or a state in the event of a Senate campaign, then the message cannot be targeted to only
include: geog1 aphic. aleas/plemncts whose: Ieglsteled votels favor a particular p011t1ca1 party or:’
candidate, Couespondmgly, the communication cannot be withheld from those areas whose
1eglsteied voters do not favor the pohtlcal party or.candidate whom corporation favors. The.
Regulations related to this‘issue states:

“The 'voter 1eglsuat10n drive shall not.be dnected pumardy to individuals previously:
1egisteied with, or infendi g__to gister _w;th the political

Party favored by the’ corporation ¢ ”i'--labd organization. The: get—out -the-vote:

drive shall not be directed pnmcmly toindividuals’ cunently 1eglsteled

with the political party‘favored by the corporation orlabor organization.”

(11 CER 114.4(d)(2)(ii)).:

The Regulations go on to state that in regard to voter-regisiration or GOTV activities: -

“These services shall.be made. avaalable without 1ega1d to.the votel s!
political preference; Information and other-assistance regarding registering

FEC, the details of which would be a rather extensive discussion, However, for purposes of this memo it is not
needed at this time in order to evaluate the primary issue you have raised.

3 During the May 3, 1976 floor debate: of this §1144 0f the regu]'\tlens then Congressmcn Hays and Wiggins agrced
that coxporahons and, 1'1b01 orgamzatmns had a “free speech right to. ci_lf_:_o_t_l_rage the generai pubhc io register 1o vote '
carried out in‘an “cqumblc and nonpamsan bams” ‘See January 12, 1977, Repo:t by I‘ederal Election Comnussmn
{o Conumifice on House Administralion, transmilting proposed regulations, pursuant to Federal Election Campaign
Act, of 1971, as amended.




J. Gilbert
Use of Targeting in Elections
June 29, 2023

or voting, mciudmg tlansportatlon and other ser vices offered, shall not be:
withheld or refused on the basis of support for or opposition to particular political party.?
(11 CFR §14.4 (d)(2)Gii))#

The Regulations related to partisan communications® {advocating the election of a candidate or
support of a political party) recognizes and reinforces these points. The partisan communication
Regulations related to voter registration and GOTV communications states:

“Disbursements for a voter registration or get-out-the-vote drive conducted

under paragraph (c)(4)(1} of this section are not contributions or expenditures

if the drive is nonpartisan (see 52 U.S.C. 301 18(b)(2}(B)). A drive is nonpartisan if it is
conducted so that information and other assistance regarding registering or voting,
including transportation and other services offered, is not withheld or refused on the
basis of support for or opposition to particular candidates or a particular

political party.” 11 CFR §114.3 (4)(ii).

Ramifications of Violations: As noted above, these various provisions related to the Activities
arc categorized as an exemption to the definition of a contribution and expenditure. But for these
noted Activities exemptxons if the Activities were to be undertaken and paid for: by bya
ico;pmation or labor or gamzanon the valug of: thosé-Actmhes vould constitute a prohlblted
'contrabutlon/expendltule ‘an excesswe' cont; ibution and a failure to file FEC disclosure 1'690113 if
the entity attempted to claim: they were - mdependent expendxtme_ ‘(see . 3 infra.). Violations
would be subject to civil fines negotlate'd with the FEC, enforced by Federal couﬁs and in-the:
most severe cases, referral to Department of Justice for criminal prosecution.

This memo provides a very brief summary of the applicable law addressing the issue you raise,
In my opinion, I believe this type of targeting occurs on a routine basis. However, there are very
’few FEC enfoxcement cases peitammg to the issue.: It 1s a Yo 'fﬁcult 1ssue i 0 substantlate

......

ViOIahOll has occuued but even assemblmg the factual ewdehce.t'hat would support the -
allegations in a complaint filed with the FEC;

Moving Forward: As a last point, you have requested me to opine on several additional
procedural items. This will be a heavily factual driven case. Therefore, getting the supporting
factual information to support the legal argument is paramount. I am not in a position to make a
determination of how long that process would take.

4 A question may surface as to whether targeting demographic groups (racial, ethnic, financial) would be included in
the scope of the prohibitions discussed herein. Though the Regulations do not specifically address that peint, the
bottom line is that those demographic groups, regardless of the demographic grouping, are being targeted because
they are likely supporters of opponents or a candidate or political party and on that basis, that level of targeting
would come within the scope of the Regulations general.

11 CFR §114.3.
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A complaint would then be filed with the FEC, submitting the legal brief and factual

information, the latter in the form of an affidavit from Dr, Epstein. The information in the
complaint will not be made public until the complaint is resolved which will likely be a couple of
years. After the case is closed all of the information in the complaint will be placed on the public
record, so the parties need to be sensitive to that point as we assemble the factual information to
be submitted with the complaint. Once the complaint is filed the Regulations prohibit the parties
from publicly commenting on the case. A press conference is permitted to be held PRIOR to the
filing of the complaint along with an explanation of the basis for the complaint.

In the event the FEC makes an adverse ruling, there is the opportunity to bring a case in federal
district court making the same allegations that the law was violated. Litigation would likely take
a couple of years since an appeal of any judgement would need to be anticipated given the
parties likely involved.

You have requested a best- and worst-case scenario, Best, is that the FEC makes a finding that
there was a violation, and a civil penalty is assessed and if sufficiently egregious, a referral to
DOJ for a potential criminal investigation. Worst case is FEC finds no violation and a case
brought in the district court is also dismissed or a ruling that there was no violation.

In response to your question of cost, at the initial complaint stage it will depend largely upon
assembling the factual data to support the legal arguments. Not knowing how long it would take
for me to work with Dr. Epstein on that issue is not a cost I could reasonably assess. The actual
research and filing of the legal brief I would anticipate it to be in the $25-50,000 arena. To
litigate this case in federal court against a major corporation, the cost would be substantial.

Once the complaint is filed there are generally no other cost that will be incurred. At that point it
is up to the FEC to conduct their investigation based upon the documents that were submitted.
However, the FEC may request depositions or further clarification of the information proffered
in the complaint. Most of the time that process is handled through interrogatories or depositions.
Legal services would be required for either of those situations.

As to a likely outcome at the FEC, I would not venture a guess at this time until I understand the
factual record that Dr. Epstein will be able to submit. If, and as we proceed through the process,
it can be re-evaluated as we work through the process.

There is a substantial amount of legal information and analysis that is raised with this issue, but
my hope was to provide you with an initial foothold of the basic issue. Please reach out to me

with any follow-up questions or clarification of the issues raised herein.
R R
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Titeh States Senate

WASHINGTON, 3C 20510

November 5, 2020

Sundar Pichai

Chief Executive Officer
Google LLC

1600 Amphitheater Parkway
Mountain View, CA 94043

Dear Mr. Pichai,

On August 6, 2020, Senators Ron Johnson and Mike Lee wrote you regarding your testimony to
the House Conunittee on the Judiciary in which you stated, “We won 't do any work, you know,
to politically tlt anything one way or the other. It's against our core values.” In your
response to the letter, you reiterated this assertion and further stated, “Google does not modify
any products, including Search, to promote a particular political viewpoint...[we] will not do so
Jor the upcoming 2020 presidential election. ™

On November 4, 2020, Senator Johnison spoke with Dr. Robert Epstein to determine if his 2020
Election monitoring of Google’s activities had uncovered anything that could be viewed as
promoting a particular political viewpoint. Dr. Epstein provided Senator Johnson the following
response.

In our election monitoring project this year, we recruited a politically-diverse
group of 733 field agents in Arizona, Florida, and North Carolina. Through their
computers, we were able to preserve more than 400,000 ephemeral experiences
that tech companies use to shift opinions and votes and that normally are lost
forever.

One of our most disturbing findings so far is that between Monday, October 26th
(the day our system became fully operational) and Thursday, October 29th, only
our liberal field agents received vote reminders on Google's home page.
Conservatives did not receive even a single vote reminder. This kind of targefing,
if present nationwide, could shift millions of votes, in part because Google's home
page is seen 500 million times a day in the U.S.

The good news is that it appears that we got Google to stop this manipulation four
days before Election Day. On Thursday, October 29th, I sent materials about the
moniforing project to Ebony Bowden, a reporter at the New York Post, who was

! Letter from U.S. Sen. Ron Johnson and U.S. Sen. Michael Lee, to Mr. Sundar Pichai, Chief Exec. Oflicer, Google
L1.C {(Aug, 6, 2020).
? Letter from Mr. Sundar Pichai, Chief Exec. Officer, Google LLC, to U.S. Sen. Ron Johnson and U.S. Sen. Michael
Lee (Aug. 26, 2020).



writing a story about the project. I did so knowing that all nypost.com emails are
shared with algorithms and employees at Google.[*]

Late night on the 29th, two notable things happened: First, Ms. Bowden's article,
which was about possible large-scale election rigging by Big Tech, was pulled by
the Post. Second, Google's targeted messaging stopped completely. From
midnight on the 29th to the end of Election Day, all of our field agents have
received the vote reminder. Because of the demographics of the people who use
Google, this is still a vote manipulation, but it is far more benign than the extreme
targeting we detected last week.[*]

Based on Dr, Epstein’s response, it would appear your assertion that “We won 't do any work,
you know, to politically tilt anything one way or the other” is not true.

We will be asking Dr. Epstein to provide Congress with the evidence of Google’s politically
biased activitics his monitoring collected during this election cycle. We arc writing to provide
you another opportunity to conduct a thorough review with your management team to determine
the veracity of your previous responses to congressional inquiry regarding this issue, and correct
your answers if necessary,

Please provide your response as soon as possible, but no later than 5 p.m. on Thursday,
November 12, 2020,

Sincerely,
Ran Johnson Ted Cruz
United States Senator United States Senator
Mike Lee

United States Senator

¥ See Robert Epstein, How Major News Organizations, Universities, and Businesses Surrender Their Privacy {o
Google, THE DALY CALLER (Aug. 27, 2018), available af hitps://daitycaller.com/2018/08/27/surrender-privacy-
google,

* See Robert Epstein, How Google Shifts Votes: A ‘Go Vote’ Reminder Is Not Always What You Think, THE
Epoc TiMEs (Jan, 2, 2019), available at hitps:/fwww. theepochtines.com/another-way-google-manipulates-votes-
without-us-knowing-a-go-vote-reminder-is-not-what-you-think-it-is_2754073.html,
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Internet search rankings have a significant impact on consumer
choices, mainly because users trust and choose higher-ranked
results more than lower-ranked resuits. Given the apparent power
of search rankings, we asked whether they could be manipulated
to alter the preferences of undecided voters in democratic
elections. Here we report the results of five relevant double-blind,
randomized controlied experiments, using a total of 4,556 un-
decided voters representing diverse demographic characteristics
of the voting populations of the United States and India. The fifth
experiment is especially notable in that it was conducted with
eligible voters throughout India in the midst of India's 2014 Lok
Sabha elections just before the final votes were cast. The results of
these experiments demonstrate that {/} biased search rankings can
shift the voting preferences of undecided voters by 20% or more,
(i) the shift can be much higher in some demographic groups, and
{iif) search ranking bias can be masked so that people show no
awareness of the manipulation, We call this type of influence,
which might be applicable tc a variety of attitudes and beliefs,
the search engine manipulation effect. Given that many elections
are won by small hargins, our results suggest that a search engine
company has the power to influence the results of a substantial
number of elections with impunity. The impact of such manipula-
tions would be especially large in countries dominated by a single
search engine company.

search engine manipulation effect | search rankings { Internet influence |
voter manipulation | digitat bandwagon effect

Rccent research has demonstrated that the rankings of search
results provided by search engine compaunies have a dramalic
impact on consumier attiludes, preferences, and behavior (1-12);
this is presumably why North American companies now spend
more than 20 billion US dollars annually on efforts to place re-
sults at the top of rankings (13, 14). Studies using cye-tracking
technology have shown that people generally scan search engine
results in the order in which the results appear and then fixate on
the results that rank highest, even when lower-ranked results are
more relevant to their search (1-5), Higher-ranked links also
draw more clicks, and consequently people spend more time on
Web pages associated with higher-ranked search results (1-9), A
recent analysis of ~300 million clicks on one search engine found
that 91.5% of those clicks were on the first page of search results,
with 32.5% on the first result and 17.6% on the second (7), The
study also reported that the bottom item on the first page of
results drew 1409 more clicks than the first item on the second
page (7). These phenomena occur apparently because people trust
search engine companies to assign higher ranks 1o the results best
suited to their needs (1-4, 1), even though users generally have
no idea how results get ranked (15).

Why do scarch rankings elicit such consistent browsing be-
havior? Part of the answer lies in the basic design of a search
engine results page: the list. For more than a century, research
has shown that an item’s position on a list has a powerful and
persuasive impact on subjects’ recollection and evaluation of that
item (16~18). Specific order effects, such as primacy and recency,
show that the [irst and last items presented on a list, respectively,
arc more likely 1o be recalled than items in the middle (16, 17).
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Primacy effects in particular have been shown 1o have a favor-
able influence on the formation of attitudes and beliefs (18-20),
enhance perceptions of corporate performance (21), improve rat-
ings of jtems on a survey (22-24), and increase purchasing behavior
(25). More troubling, however, is the finding that primacy cffects
have a significant impact on voting behavior, resulting in more
votes for (he candidate whose name is listed first on a hallot (26—
32). In one recent experimental study, primacy accounted for a
15% gain in votes for the candidate listed first (30}, Although
primacy effects have been shown to extend to hyperlink clicking
behavior in online environments (33-35), no study that we are
aware of has yel examined whether the deliberate manipulation of
search cagine rankings can be leveraged as a form of persuasive
technology in elections. Given the power of order effects and the
impact that search rankings have on consumer attitudes and be-
havior, we asked whether the deliberate manipulation of search
rankings pertinent to candidates in political elections could alter
the attitudes, beliefs, and behavior of undecided voters.

It is already well established that biased media sources such as
newspapers (3638}, political polls (39}, and television (40) sway
vaters (41, 42). A 2007 study by DellaVigna and Kaplan found,
for example, that whenever the conservative-leaning Fox televi-
sion network moved info a new market in the United States,
conservative votes increased, a phenomenon they labeled the
Fox News Effect (40). These researchers estimated that biased
coverage by Fox News was sufficient to shift 10,757 votes in
Florida during the 2000 US Presidential election: more than
enough to {lip the deciding state in the clection, which was
carried by the Republican presidential candidate by only 537
votes. The Fox News Effect was also found to be smaller in
television markets thal were more competitive,

We belicve, however, that the impact of biased search rankings
on voter preferences is potentially much greater than the influ-
ence of traditional media sources (43), where parties compele in

Significance . |

We present evidence from five experiments in two countries
sitggesting the power and robustness of the search engine
manipulation effect (SEME), Spedifically, we show that {i} bi-
ased search rankings can shift the voting preferences of un-
decided voters by 20% or ‘more, {if) the shift can be much
-higher in some demagraphic groups, and (iii} such rankings can
-be masked so that people show no awareness of the manip-
ulation. Knowing the proportion ‘of undecided voters in a
population who have Internet access, along with the pro-
portion of those voters who can be influenced using SEME,
allows -one 1o calculate the ‘win argin below which SEME
might be able to determine an election outcome,
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an open marketplace for voter allegiance. Search rankings are
controlled in most countries today by a single company. If, with
or without intervention by company employees, the algorithm
that ranked election-related information favored one candidate
over another, competing candidates would have no way of
compensating for the bias. It would be as if Fox News were the only
television network in the country, Biased search rankings would, in
effect, be an entirely new type of social influence, and it would be
occurring on an unprecedented scale. Massive experiments con-
ducted recently by social media giant Facebook have already in-
troduced other unprecedented types of influence made possible by
the Internet. Notably, an experiment reported recently suggested
that Hashing “VOTE” ads to 61 milfion Facebook users caused
more than 340,000 people to vote that day who otherwise would
not have done so (44). Zittrain has pointed out that if Facebook
execulives chose to prompt only those people who favored a par-
ticular candidate or party, they could easily flip an clection in favor of
that candidate, performing a kind of “digital geniymandering” (45).
We evaluated the potential impact of biased search rankings
on voler preferences in a series of experiments with the same
general design. Subjects were asked for their opinions and voting
preferences both before and after they were allowed to conduct
research on candidates using a mock search engine we had cre-
ated for this purpose, Subjecls were randomly assigied Lo groups
in which the search results they were shown were biased in favor
of one candidate or another, or, in a control condition, in favor
of neither candidate. Would biased search results change the
opinions and voting preferences of undecided voters, and, if so,
by how much? Would some demographic groups be more vul-
nerable 1o such a manipulation? Would people he aware that
they were viewing biased rankings? Finally, what impact would
familiarity with the candidates have on the manipulation?

Study 1: Three Experiments in San Diego, CA

To determine the potential for voter manipulation using biased
search rankings, we initially conducted three laboratory-based
experiments in the United States, cach using a double-blind
control group design with random assignment. For cach of the
experiments, we recruited 102 cligible voters through newspaper
and online advertisements, as well through notices in senior
recreation centers, in the San Diego, CA, area,* The advertise-
ments offered USD3$25 for cach subject’s participation, and
subjects were prescreened in an attempt to match diverse de-
mographic characteristics of the US voting population {(46).
Each of the three experiments used 30 actual search resulis
and corresponding Web pages relating to the 2010 election 1o
determine the prime minister of Australia. The candidates were
Tony Abbott and Julia Gillard, and the order in which their
names were presented was counterbaianced in all conditions.
This election was used to minimize possible preexisting biases by
US study participants and thus to (ry lo guaranlee that our
subjects would be truly “undecided.” In eacly experiment, sub-
jects were randomly assigned to one of three groups: (i) rankings
favoring Gilard (which means that higher-ranked search resulls
linked to Web pages that portrayed Gillard as the betler candi-
date}, (i) rankings favoring Abbott, or (#7) rankings favoring
neither {Fig. 1 A-C). The order of these rankings was deter-
mined based on ratings of Web pages provided by three inde-
pendent observers. Neither the subjects nor the research assis-
tants who supervised them knew either the hypothesis of the
experiment or the groups {o which subjects were assigned.
Initially, subjects read bricf biographies of the candidates and
rated them on 10-point Likert scales with respect to their overall
impression of each candidate, how much they (rusted each
candidate, and how much they liked each candidate. They were

*although alt participants daimed o be eligible voters in the prescreening, we later
discovered that 6.9% of subjects marked ®i dont know” and 5,2% of subjects marked
“Mo" in respense to a question asking “if you are not currently registered, are you
eligible to register for elections?™

Epstein and Robertson

also asked how likely they would be to vote for one candidate or
the other on an 11-point scale ranging from ~5 to +5, as well as
to indicate which of the two candidates they would vote for if the
clection were held that day,

The subjects then spent up to 15 min gathering more infor-
mation about the candidates using a mock search engine we had
created (called Kadoodle), which gave subjects access (o five
pages of search results with six results per page. As is usual with
search engines, subjects could click on any search result to view
the corresponding Web page, or they could click on numbers at
the bottom of cach results page to view other results pages. The
same search results and Web pages were used for all subjects in
each experiment; only the order of the search resulls was varied
(Fig, 1), Subjects had the option to end the search whenever they
felt they had acquired sufficient information to make a sound
decision. At the conclusion of the search, subjects rated the
candidates again. When their ratings were complete, subjects
were asked (on their computer screens) whether anything about
the search rankings they had viewed “bothered” them; they were
then given an opportunity to write at length about what, if any-
thing, had bothered them. We did not ask specifically whether
the search rankings appeared to be “biased” 1o avoid false pos-
itives typically generated by leading or suggestive questions (47).

Regarding the ethics of our study, our manipulation could have
no impact on a past election, and we were also not concerned that it
could affect the outcome of future elections, because the number of
subjects we recruited was smalt and, to our knowledge, included no
Australian voters, Moreover, our study was designed so that il did
not favor any one candidate, so there was no overall bias, The study
presented no more than minimal risk to subjects and was approved
by the Tnstitutional Review Board (JRB) of the American Institute
for Behavioral Research and Technology (AIBRT). Informed con-
sent was oblained from all subjects.

In apgregate for the first three experiments in San Diego, CA,
the demographic characteristics of our subjects {mean age,
42.5y; SD = 18,1 y; range, 18-95 y) did not differ [rom char-
acteristics of the US voting population by more than the following

A PRO GILLARD .., NEUTRAL .
LELEEE
PRGET ™ TTRAEET T TUFRGER
B PRO ABBOTT ... NEUTRAL .
165 I % I 2 N W I B
SURAGETTT TURAGER T TURasEYTT TURkgEdT
C RANKINGS FAVORING NEITHER CANDIDATE
CTREET T TTRAGET T UUURAGET T U RAREd

MASK §: POSITIONS 4 AND 27 SWAPPED

ETTTH

L
PAGET PAGE 2

PAGE 3 PAGE 4
3 MASK 2: POSITIONS 3 AND 28 SWAPPED 8
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Fig. 1. Search rankings for the three experiments in study 1. (4) For subjects
in graup 1 of experiment 1, 30 search results that linked to 30 corresponding
Web pages were ranked in a fixed order that favored candidate Julia Giilard,
as foliows: those favoring Gillard {from highest to lowest rated pages), then
those favoring neither candidate, then those favoring Abbott (from lowest
to highest rated pages), (B) For subjects in group 2 of experiment 1, the
search results were displayed in predisely the opposite order so that they
favored the opposing candidate, Tony Abbott. (C) For subjects in group 3 of
experiment 1 (the control group), the ranking favored neither candidate,
(D) For subjects in groups 1 and 2 of experiment 2, the rankings bias was
masked slightly by swapping resulls that had originally appeared in positions
4 and 27. Thus, on the first page of search results, five of the six results—all
but the one in the fourth position—favored one candidate. (£) for subjects
in groups 1 and 2 of expariment 3, a more aggressive mask was used by
swapping results that had originally appeared in positions 3 and 28,
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margins; 6.4% within any category of the age or sex measures;
14.1% within uny category of the ruce measure; 18.7% within any
culegory of the income or education measures; and 21.1% within
any category of the employment status measure (Tabie $1), Sub-
jects’ political inclinations were fairly balanced, with 20,3% iden-
tifying themselves as conservative, 28.8% as moderate, 22.5% as
tiberal, and 28.4% as indifferent. Political party affiliation, how-
ever, was fess balanced, with 21.6% identifying as Republican,
19.6% as Independent, 44,8% as Democrat, 6.2% as Libertarian,
and 7.8% as other, In aggregate, subjects reported conducting an
average of 7.9 searches (SD = 17.5) per day using search engines,
and 52,3% reported having conducted searches (o feamn about
political candidates. They also reported having little or no famil-
tarity with the candidates {meun familiarity on a scale of 110, 1.4;
SD = 1.99). On average, subjects in the first three experiments
spent 635.9 5 {SD = 307.0) using ouwr mock search engine.

As expected, higher search rankings drew more clicks, and the
pattern of clicks for the first three experiments correlated
strongly with the pattern found in a recent analysis of ~300
million clicks [{13) = 0.90, P < 0.001; Kolmogorov-Smirnov test
of differences in distributions: 2 = 0,033, P = 0.31; Fig. 2} (7). In
addition, subjects spent more {ime on Web pages associated with
higher-ranked results (Fig. 2), as well as substantially more time
on earlier search pages (Fig. 3).

In experiment i, we found no significant differences among the
three groups with respect to subjects’ ratings of the candidates before
Web research (Table $2). Following the Web research, all candidate
ratings in the bias groups shified in the predicted directions com-
pared with candidate ratings in the control group (Table 1).

Before Web rescarch, we found no significant differences among
the three groups with respect to the propertions of people who said
that they would vote for one candidale or the other if the election
were held today (Table 2). Following Web research, significant
differences emerged among the three groups for this measure
{Table 2), and the number of subjects who said they would vote for
ihe favored candidate in the two bins groups combined increased by
48.4% (95% (1, 30.8-66.0%; McNemar's test, £ < 0.01).

We define the latter percentage as vole manipulation power
{VMP). Thus, before the Web search, if a tolal of x subjects in
the bias groups said they would vote for the target candidate, and
if, following the Web search, a total of x* subjects in the bias
groups said they would vote for the target candidute, VMP =
{x' ~x)/x. The VMP is, we believe, the key measure that an ad-
ministrator would want to know if he or she were trying 1o ma-
nipulate an eleclion using SEME.

Using a more sensitive measure than forced binary choice, we
atso asked subjects to estimate the likelihood, on an 11-point

E4514 | wwav,pnas,crglegirdoif10,1073/pnas, 1419828112

Foa gregated across the three experiments in study 1.

Subjects spent {ess time on Web pages correspond-

— e 0 ing to lower-ranked search results (blue curve) and
DRHD were lass fikely to click on lower-ranked results (red

curve), This pattern is found routinely in studies of
internet search engine use (1-12).

scale from -5 to +5, that they would vote for one candidate or
the other if the election were held today. Before Web research,
we found no signilicant differences among the three groups with
respect to the likelihood of voting for one candidate or the other
[Kruskal-Wallis (K-W) test: x%(2) = 1,384, I’ = 0.501). Following
Web rescarch, the fikelihood of voting for either candidate in the
bias groups diverged from their initial scale values by 3.71 points
in the predicted directions [Mann-Whitney (M-W) test u =
300.5, P < 0.01], Notably, 75% of subjects in the bias groups
showed no awareness of the manipulation. We counted subjects
as showing awarcness of the manipulation if (7} they had clicked
on the box indicating (hal something bothered them about the
rankings and (i) we {ound specific terms or phrases in their
open-cnded comments suggesting that they were aware of bias in
the rankings (S7 Text).

In experiment 2, we sought to determine whether the pro-
portion of subjects who were unaware of the manipulation could
be increased with voter preferences still shifting in the predicled
dircctions, We accomplished this by masking our manipulation
to some extent, Specifically, the search result that had appeared
in the fourth position on the first page of the search results fa-
voring Abbott in experiment 1 was swapped with the c¢orre-
sponding search result favoring Gillard (Fig. 1D), Before Web
rescarch, we found no significant differences among the three

Averaga time per search roxult page(s)

et

— e x

T 7 T 1
fat Fg.2 Pg3 g4 "y 5

Search result page

Fig. 3. Amount of time, agaregated across the three experiments in study 4, that
subjects spent on each of the five search pages. Subjects spent maost of their time on
the first search page, a common finding in Internet search engine research (1-12).
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Table 1. Postsearch shifts in voting preferences for study 1

Mean deviation from control (5€)

Experiment Candidate Rating Gillard bias u Abbott bias u
1 ‘ Giltard Impression 1.44 (0.56)* 761.0 ~1.52 (0.56)** 3805
Trust 1.26 (0,53)** 779.0 -1,85 (0.48)** 3305
Like (.26 (0.54) 615.5 —-1.73 (0.65)** 387.0
Abbots impression -2.29 (0.73)%* 373.0 1.11 {0.72)** 766.5
Trust -2.02 {0.63)** 384.0 0.67 {0.76) 679.0
Like -1.55 {0.71) 4605 1.17 (0.64)* 733.0
2 Gillard fmpression 0,97 {0.65) 7040 —2.38 (0.79)% %+ 325.0
Trust 0.94 {0.72) 691.5 ~2.17 (0.74)** 332.5
Like 0,55 {0.76) 639.5 ~1.82 (0.66)** 378.0
Abbott Impression -1.44 (0.81)* 395.5 1.17 {0.75}* 742.0
Trust -0.79 (0.81) 453.5 1.85 (0,72)%* 1745
Like -1.44 {0,70)* 429.0 0.64 (0.71) 690,0
3 Gillard Impression 1,44 {0.73)* 7175 -0.55 (0,69} 507.5
Trust 0.47 (0.70} 620.0 -0.23 (0.56) 466.5
Like 0.44 (0.65) 623.5 -0.41 {0.70) 528.5
Abbott Impression -0.32 (0,70) 534.0 .26 {0.60)* 750.5
Trust ~0.73 (0.65) 498.5 1.50 {0.58)** 795.0
Like -0.50 {0.61) 496.0 0.88 (0.62) 681.5

*P <005, **F < 0.01, and ***P < 0.001: Menn-Whitney u tests were condudied between the control group and cach of the bias groups.

groups with respect to subjects’ ratings of the candidates (Table
52). Following the Web research, all candidate ratings in the bias
groups shifted in the predicted directions compared with candi-
date ratings in the control group (Table ).

Before Web research, we found no significant differeaces
among the three groups with respect to voting proportions (Table 2),
Following Web research, significant differences emerged among
the three groups for this measure {Table 2), and the VMP was
63.3% (95% CI, 46.1-80.6%; McNemar's test, P < 0.001).

For 1ke more sensitive measure (the 11-poini scale}, we found
no significant differences among the three groups with respect o
the likelihood of voting for one candidate or the other before
Web research [K-W test: y*(2) = 0.888, P = (.642]. Following
Web research, the likelihood of voting for either candidate in the
bias groups diverged from their initial scale values by 4.44 points
in the predicted directions (M-W test: 1 = 237.5, P < 0.001). In
addition, the proportion of people who showed no awareness of
the manipulation increased from 75% in experiment 1 to 85% in

experiment 2, although the difference between these percentages
was not significant (y* = 2.264, I = 0.07).

In experiment 3, we sought to further increase the proportion
of subjects who were unaware of the manipulation by using a
more apgressive mask. Specificaily, the search resull that had
appeared in the third position on the first page of the search
resuits favoring Abbott in experiment [ was swapped with the
corresponding search result favoring Gillard (Fig. 1E). This mask
is a more aggressive one because higher ranked resulis are
viewed more and taken more seriously by people conducting
searches (1-12),

Before Web research, we found no significant differences
among the three groups with respect to subjects’ ratings of
candidates (Table 52). Following the Web rescarch, all candidate
ratings in the bias groups shifted in the predicted directions
compared with candidate ratings in the control group (Table 1),

Before Web rescarch, we found no significant differences among
the three groups with respect to voting proportions (Table 2). Fol-
lowing Web research, significant differences did not emerge among

Table 2. Comparison of voting proportions before and after Web research by group for studies 1 and 2

Simulated vote

before Web Simuiated vote
research after Web research
Study Experiment Group Giliard Abbott ¥ Gillard Abbott 7 VMP
1 1 1 8 26 5.409 22 12 8.870* A8.4%**
2 11 23 10 24
3 17 17 14 20
2 1 16 18 2.197 27 7 14 274%** B63.3%***
2 20 14 12 22
3 14 20 22 12
3 1 17 17 2.159 22 12 3,845 36,7%*
2 21 13 15 19
3 15 19 15 19
2 4 1 317 383 1.047 489 211 196.280% %% 371964+
2 316 384 228 472
3 333 367 377 323

McNemar's test was conducted to assess VMP significance. VMP, parcent increase in subjects In the bias groups combined who said

that they weuld vote for the favored candidate,

P < 0,05; **P < 0.01; and ***P < 0.001: Pearson y? tests were conducted among all three groups.

Epstein and Robertson

PNAS | Published onfine August 4, 2035 | E4515

‘9
-]
4
gu:
=
oK
=
.95
>
frigs
& M



the three groups for this measure (Table 2); the VMP, however, was
36.7% (95% CI, 19.4-53.9%; McNemar's test, P < (L05),

For the more sensitive measure (the 1-point scale), we found
no significant differences among the three groups with respect (o
the likelihood of voting for one candidate or the other before
Web research [K-W test: y%(2) = 0.624, P = (.732). Following
Web rescarch, the likelihood of voting for either candidate in the
bias groups diverged from their initial scale values by 2,62 points
in the predicted directions (M-W test: u = 297.0, P < 0.001).
Notubly, in experiment 3, no subjects showed awareness of the
rankings bias, and the difference between the proportions of
subjects who appeared to be unaware of the manipulations in
experiments | and 3 was significant (x* = 19.429, P < 0.001),

Although the findings from these first three experiments were
robust, the use of smalt samples from one US city limited their
generalizability and might even have exaggerated the effect size (48).

Study 2: Large-Scale National Online Replication of Experiment 3
To betler assess the generalizability of SEME to the US population
al large, we used a diverse national sample of 2,100 individuals
from all 50 US states (Table S1), recruited using Amazon’s Me-
chanical Twrk {mturk.com), an online subject pool that is now
commonly used by behavioral researchers (49, 50). Subjects (inean
age, 33.9y, SD = 1.9 y; range, 18-81 y) were exposed to the same
apgressive masking procedure we used in experiment 3 (Fig. 1E).
Each subject was paid USDS$1 for his or her participation.

Regarding ethical concerns, as in study 1, our manipulation could
have no impact on a past election, and we were not concerned that
it could affect the outcome of future clections, Moreover, our study
was designed so that it did not favor any one candidale, so there was
no overall bias. The study presented no more than minimal risk to
subjects and was approved by AIBRT’s IRB, Informed consent was
obtained from ail subjects.

Subjects’ political inclinations were less balanced than those in
study 1, with 19.5% of subjects identifying themselves as con-
servative, 24,2% as moderale, 50.2% as liberal, and 6.3% as
indifferent; 16.1% of subjects identified themselves as Re-
publican, 29.9% as Independent, 43.2% as Democrat, 8.0% as
Libertarian, and 2.9% as other. Subjects reported having little or
no famitiarity with the candidates (mean, 1.9; 8D = 1.7). As cne
might expect in a study using only Internet-based subjects, sclf-
reported search engine use was higher in study 2 than in study 1
[mean searches per day, 15.3; SD = 26.3; £(529.5)* = 6.9, P <
0.001], and more subjects reported having previously used a
search engine to learn about political candidates (86,0%, §* =
204.1, P < 0.001). Subjects in study 2 also spent less time using
our mock search engine fmean {otal time, 309.2 s5; SD = 278.7,
1(381.9)' = —17.6, P < 0.001], but patterns of search result clicks
and time spent on Web pages were similar to those we found in
study 1 [clicks: r(28) = 0.U8, P < 0.001; Web page time: #(28) =
0.98, £ < 0,001] and to those routinely found in other studies (1-12).

Before Web research, we found no significant differences
among the three groups with respect to subjects’ ratings of the
candidates (Table 53). Following the Web research, all candidate
ratings in the bias groups shifted in the predicted directions
compared with candidate ratings in the conlrol group (Table 3).

Before Web research, we found no significant differences among
the three groups with respect to voting proportions (Table 2).
Foliowing Web research, significant differences emerged among the
three groups for this measure (Table 2), and the VMP was 37.1%
(95% CI, 33.5-40.7%; McNemar's test, P < 0.001). Using post-
stratification and weights obtained from the 2010 US Census (46)
amd a 2011 study from Gallup (51), which were scaled to size for
age, sex, race, and education, the VMP was 36.7% (95% CI, 33.2-

*As in study 1, although afl participants claimed to he cligible voters in the prescreening,

we later discovered that 4.7% of subjects marked *i don't know™ and 2.6% of subjects
marked "No” in response to a question asking “if you are not currently registered, are
you eligible to register far elections?”

'Degrees of freedom zdjusted for significant ineguality of variances (Welch's ¢ test),
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40.3%; McNemar's test, P < 0.001). When weighted using the same
demographics via classical regression poststratification (52) (Tabie
S4), the VMP was 33.5% (95% ClI, 3(L.1-37.0%, McNemar's tesl,
P < 0.001).

FFor the more sensitive measure {the I1-point scale}, we found no
significant differences among the three proups with respect (o the
likelihood of voling for one candidate or the other before Web re-
search [K-W test: x*(2) = 2.790, P = 0.248]. Following Web research,
the likelihood of voting for either candidate in the bias groups di-
verged from their initiai scale values by 3.03 points in the precicted
directions (M-W test: u = 1.29 % 10°, P < 0.001). As one might expect
of & more Internet-fluent sample, the proportion of subjects showing
no awareness of the manipulation dropped to 91.4%.

The number of subjects in study 1 was too small o look at
demographic differences. In study 2, we found substantial dil-
ferences in how vulnerable different demographic groups were
to SEME, Consistent with previous findings on the moderators
of order effects (30-32), for example, we found that subjects
reporting a low familiarity with the candidates (familiarity less
than 5 on a scale from 1 1o 10) were more vulnerable to SEME
(VMP = 38.7%; 95% CI, 34.9-42.4%; McNemar's lest, P < 0.001)
than were subjects who reported high familiarity with the candi-
dates (VMP = 19.3%; 95% CI, 9.1-29.5%; McNemar's test, P <
0.05), and this difference was significant (i = 8417, P < 0.01),

We found substantial differences in vulnerability to SEME
among a number of different demographic groups (S Text).
Although the groups we examined were overlapping and some-
what arbitrary, if one were manipulating an election, mformation
about such differences would have enormous practical value. For
example, we found ihat self-labeled Republicans were more
vulnerable to SEME (VMP = 54.4%; 95% CI, 45.2-63.5%;
McNemar's test, P < 0.001) than were self-labeled Democrals
(VMP = 37.7%; 95% CI, 32.3-43.1%; McNemar’s test, P <
0.001) and that self-labeled divorcees were more vulnerable
(VMP = 46.7%; 95% CI, 32.1-61.2%; McNemar’s test, 2 < 0.001)
than were self-labeled married subjects (VMP = 32.4%; 5% CI,
26.8-38.1%; McNemar's test, P < (.031). Among the most vul-
nerable groups we identified were Moderate Republicans (VMP =
80.0%; 95% CI, 62.5-97.5%; McNemar’s test, P < 0,001}, whereas
among the least vulnerable groups were people who reported a
household income of $40,000 to $49,999 (VMP = 22.5%; 95% Cl,
13.8-31.1%; McNemar’s test, P < 0.001).

Notably, awareness of the manipulation not only did not nullify
the effect, it seemed to enhance it, perhaps because people trust
search order so much that awareness of the bias serves to confirm
the superiority of the favored candidate. The VMP for people who
showed no awarceness of the biased search rankings {n = 1,280) was
36.3% (95% CI, 32.6-40.1%; McNemar’s test, P < (.001), whereas
the VMP for people who showed awareness of the bias (n = 120)
was 45.0% (95% CI, 32.4-57.6%; McNemar’s test, £ < 0.001).

Having now replicated the effect with a large and diverse
sample of US subjects, we were concerned about the weaknesses
associated with testing subjects on a somewhat abstract election
{the election in Australia) that had taken place years before and
in which subjects were unfamiliar with the candidates, In real
elections, people are familiar with the candidates and are
influenced, sometimes on a daily basis, by aggressive campaign-
ing, Presumably, either of these two factors—familiarity and
outside influence—could potentially minimize or negate the influ-
ence of biased search rankings on voter preferences, We therefore
asked if SEME could be replicated with a large and diverse sample
of real voters in the midst of a real clection campaign.

Study 3: SEME Evaluated During the 2014 Lok Sabha
Efections in India

in our fifth experiment, we sought to manipulate the voting pref-
crences of undecided eligible voters in India during the 2014 na-
tional Lok Subha clections there, This election was the largest
democraltic election in history, with more than 800 million eligible
volers and more than 430 million votes ultimately cast. We ac-
complished this by randomiy assigning undecided English-speaking
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Table 3. Postsearch shifts in voting preferences for study 2

Mean deviation from control (SE)

Candidate Rating Gillard bias u Abboll bias u

Gillard impression 0,65 (0,10 %= 288,299.5 —~1.25 {0.12)% %> 168,203.5
Trust 0.61 (0.10)x** 283,491.0 —1.21 (0.11)*** 167,658,5
Like 0,50 (0.10)*** 279,967.0 ~1.25 (0. 11)x** 166,544.0

Abbott Impression ~0.96 (0.13)%** 189,290.5 1.35 (0 12)*x* 326,067.0
Trust =1.09 (0.14)*** 183,993.0 1.31 {0.12)x %= 318,740.5
Like —0.85 {0,13)*+* 195,088.5 0.94 (0. 11)%** 302,318.0

2P < 0,001 Mann-Whitney u tests were conducted

voters throughout India who had not yet voted (recruited through
print_advertisements, online advertisements, and online subject
poals) to ong of three groups in which search rankings favored ei-
ther Rahul Gandhi, Arvind Kejriwal, or Narendra Modj, the three
major candidates in the election.?

Subjects were incentivized to participate in the study cither
with payments between USDS$1 and USD$4 or with the promise
that a donation of approximately USDS1.50 would be made to a
prominent Indian churity that provides free lunches for Indian
children, (Al the close of the study, a donation of USD$1,457
was made to the Akshaya Patra Foundation.)

Regarding ethical concerns, because we recruited only & smail
number of subjects relative to the size of the Indian voting
population, we were not concerned that our manipulation could
affect the election’s outcone. Moreover, our study was designed
so that it did not favor any one candidale, so there was no overall
bias. The study presented no more than minimal risk to subjects
and was approved by AIBRT's IRB. Informed consent was
obtained from all subjects.

The subjects {1 = 2,150) were demographically diverse (Table
55), residing in 27 of 35 Indian states and union territories, and
political leanings varied as follows: 13.3% identified themselves as
politically right (conservative), 43.8% as center (moderate), 26.0%
as left (liberal), and 16.9% as indifferent. In conirast to studies I
and 2, subjects reported high familiarity with the political candi-
dates {mean familarity Gandhi, 7.9; SD = 2.5; mean familiarity
Kejriwal, 7.7; SD = 2.5; mean familiarity Modi, 8.5; SD = 2.1). The
full dataset for all five experiments is accessible at Dataset S1.

Subjects reported more frequent search engine use compared with
subjects in studies 1 or 2 (mean searches per day, 15.7; SD = 30.1),
and 71.7% of subjects reported that they had previously used a
search engine to learn about political candidutes. Subjects also spent
less time using our mock search engine {mean total time, 2774 s;
SD = 368.3) than did subjects in studies 1 or 2. The palterns of search
result clicks and time spent on Web pages in our mock search engine
was similar ta the patterns we found in study 1 [clicks, /(28) = 0.96;
P <0.001; Web page lime, 1(28) = 0.91; P < 0.001] and study 2 [clicks,
1(28) = 0.96; P < 0.001; Web page time, /28) = 092; P < 0.001],

Before Web research, we found one significant difference
among the three groups for a raling pertaining to Kejriwal, but
none for Gandhi or Modi (Table S6). Following the Web re-
search, most of the subjects’ ratings of the candidates shifted in
the predicted directions {Table 4).

Before Web research, we found no significant differences among
the three groups with respeet to voting proportions {Table 5).
Following Web rescarch, significant differences emerged among
the three groups for this measure (Table 5), and the VMP was
106% (95% CI, 8.3-12.8%; McNemar's test, 7 < 0.001). Using
posistratification and weights obiained from the 201! India Census
data on lilerate Indians (53)}-—scaled to size for age, sex, and lo-
cation {grouped into state or union territory}-—the VMP was 9.4%
(95% CI, 8.2-10.6%; McNemar's test, P < 0.001). When weighted
using the same demaographics via classical regression post-

$gnglish is one of India's two official languages, the other being Hindi,
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between the control group and each of the bias groups.

stratification (Table §7), the VMP was 9.5% (95% CI, 8.3~
10.7%; McNemar’s test, P’ < 0.001).

To obtain a more sensitive measure of voling preference in study
3, we asked subjecls io estimate the likelthood, on three separate
11-point scales from -5 to +3, that they would vote for each of the
candidates if the election were held today. Before Web research,
we found no significant differences among the three groups with
respect to the likelihoed of voting for any of the candidates (Table
56}, Following Web research, significant differences emerged
among the three groups with respect to the likelihood of voting
far Rahul Gandhi and Arvind Kejriwal bul not Narendra Maodi
{Table $b), and all likelihoods shifted in the predicted directions
(Table 4}. The proportion of subjects showing no awareness of
the manipulation in experiment 5 was 99.5%.

In study 3, as in study 2, we found substantial differences in
how vulnerable different demographic groups were to SEME (87
Text). Consistent with the findings of study 2 and previous
findings on the moderators of order effects (30-32), for example,
we found that subjects reporting a low familiarity with the can-
didates (familiarity less than 5 on a scale from | to 18) were more
vilnerable to SEME (VMP = 13.7%; 95% CI, 4.3-23.2%;
McNemar’s test, P = (.17) than were subjects who reported high
famitiarity with the candidates (VMP = 10.3%; 95% CI, 8.0-
12.6%; McNemar's test, P < 0.001), although this difference was
not significant {x* = 0.575, P = 0.45),

As in study 2, although the demographic groups we examined
were overlapping and somewhat arbitrary, if one was manipu-
lating an election, information about such differences would have
enormous practical value. For example, we found that subjects
between ages 18 and 24 were less vuinerable to SEME (VMP =
8.9%; 95% Cl, 5.0-12.8%; MeNemar's test, P < 0.05) than were
subjects belween ages 45 and 64 (VMP = 18.9%; 95% Cl, 6.3~
31.5%; McNemar's test, P = 0.10) and that self-labeled Christians
were more vulnerable (VMP = 30.7%; 95% Cl, 20.2-41.1%;
McNemar's test, £ < 0.001) than self-labeled Hindus (VMY =
8.7%; 95% CI, 6.3~11.1%; McNemar’s test, £ < (0L001). Among
the most vulnerable groups we identified were unemployed males
from Keraia (VMP = 72.7%; 95% (I, 46.4-99.0%; McNemar’s
test, P < 0.05), whereas among the least vulnerable groups were
female conservatives (VMP = ~11.8%; 95% Cl, -29.09-5.5%:;
McNemar's test, £ = (1,62),

A negative VMP might suggest oppositional attitudes or an
underdog effect for that group (54). No negative VMPs were
found in the demographic groups examined in study 2, but i is
understandable that they would be found in an election in which
people are highly familiar with the candidates (study 3). As a
practical matter, where a search engine company has the abitity
to send people customized rankings and where biased search
rankings are likely to produce an oppositional response with
ceriain voters, such rankings would probably not be sent to them.
Eliminating the 2.6% of our sample (n = 56) with oppositional
responses, the overall VMP in this experiment increases from
10.6% to 19.8% (V5% CI, 16.8-22.8%; n = 2,094; McNemar's
test: P < 0.001),

As we found in study 2, awareness of the manipulation appeared
to enhance the effect rather than nullify it. The VMP for people
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Table 4. Postsearch shifts in voting preferences for study 3

Mean (SE)
Candidate Rating i Gandhi hias Kejriwal bias Modi bias
Gandhi Impression 3.61 -0,16 {0.06) -0.21 (0.06) —0.30 (0.06}
Trust 21,19%%% 0.14 (0.06) --0.04 {0.07}) —~0.20 (0.06}
lLike 12.99%% -0.09 (0.07) -0.17 {0.06} —~0.34 (0,06)
Voting fikelihocod 10.79%* 0.16 (0.07) ~0.04 {0.07} -0.18 (0.07)
Kejriwal Impression 17.75% %% -0.30 (0.06) -0.11 {0.06} ~0,39 (0,05)
Trust 26.69%** -0,17 (0.07) 0.15 {0.06} -0.16 (0.06}
Like 24.74% %% -0.31 (0.06) 0.05 {0.06} -0.23 (0.06}
Voting likelihcod 13.22%% ~0,03 (0.06) 0.17 {0.07) -0.12 (0.06)
Modi - Impression 24,98 %% -0.22 (0.06) -0.21 {0,06} 0.12 (0.05}
Trust 18,78%%* ~0.04 (0.08) -0.10 {0.06) 0.23 (0.06)
Like 16.89*** -0.16 (0.05) -{.09 {0.08) 0.19 (0.06)
Voting likelihood 31.07%%% —0.07 {0.07) -0.10 (0.06) 0.33 (0.06)

4P < 0,01 and ***P < 0,001: for each rating, a Kruskal-Wallis x* test was used to assess significance of group differences,

who showed no awareness of the biased search rankings (n =
2,140} was 10.5% (95% CI, 8.3-12.7%; McNemar's test, P <
0.001), whereas the VMF for people who showed awareness of the
bias (n = 10) was 33.3%.

The rankings and Web pages we used in study 3 were selected
by the investigators based on our limited understanding of Indian
politics and perspectives. To optimize the rankings, midway
through the election process we hired a native consultant who was
familiar with the issues and perspectives pertinent to undecided
voters in the 2014 Lok Sabha Election, Based on the recommen-
dations of the consultant, we made slight changes to our rankings
on 30 April, 2014, In the preoptimized rankings group (n = 1,259),
the VMP was 9.5% (95% CI, 6.8-12.2%; McNemar's test, P-<
0.001); in the postoptimized rankings group (n = 891), the VMP
increased to 12.3% (95% CI, 8.5-16.19; McNemar's test, P <
0.001). Eliminating the 3.1% of the subjects in the postoptimization
sample with oppositional responses (2 = 28), the VMP increased to
24.5% (95% CI, 19.3-298%; 1 = 863),

Discussion

Elections are often won by small vote margins, Fifty percent of
US presidential elections were won by vole margins under 7.6%,
and 25% of US scnatorial elections in 2012 were won by vote
margins under 6.0% (55, 56). In close efections, undecided voters
can make all of the difference, which is why cnormous rescurces
are often focused on those voters in the days before the election
(57, 58). Because search rankings biased toward one candidate
can apparently sway the voting preferences of undecided voters
without their awareness and, at least under some circumstances,
without any possible competition from opposing candidates,
SEME appears to be an especially powerful tool for manipu-
lating elections. The Australian election used in studies 1 and 2
was won by a margin of only 0.24% and perhaps could easily
have been turned by such a manipulation. The Fox News Effect,
which is small compared with SEME, is believed to have shifted
between 3.4% and 0.7% of voles to conservative candidates:

more than enough, according to the researchers, {0 have had a
“decisive” effect on a number of close elections in 2000 (40).

Political scientists have identified two of the most common
methods political candidates use to try to win elections, The core
voter model describes a strategy in which resources are devoted
to mobilizing supporters to vote (59). As noted earlier, Zittrain
recently pointed out that a company such as Facebook could
mobilize core voters to vote on election day by sending “get-out-
and-vote” messages en masse 1o supporters of only one candi-
date. Such a manipulation could be used undetectably to {lip an
election in what might be considered a sort of digital geriymandering
{44, 45}, In contrast, the swing voler model describes a strategy in
which candidates target their resources toward persuasion—
attempting to change the voting preferences of undecided voters
(60). SEME is an ideal method for influencing such voters.

Although relatively few voters have actively sought political in-
formation about candidates in the past (61), the ease of oblaining
information over the Internet appears to be changing that: 73% of
online adults used the Internet for campaign-related purposes
during the 2010 US midterm elections {61), and 55% of all regis-
tered volers went online to watch videos related {o the 2012 US
election campaign (62). Moreover, 84% of registered voters in the
Uniled States were Intemet users in 2012 (62). In our nationwide
study in the United States (study 2), 86.0% of our subjects reported
having used search engines to get information about candidates.
Meanwhile, the number of people worldwide with Internet access
is increasing rapidly, predicted to increase to nearly 4 billion by
2018 (63). By 2018, Internet access in India is expected fo rise from
the 213 million users who had access in 2013 to 526 mittion (63).
Worldwide, it is rcasonable to conjecture that both proportions will
increase substantially in future years; that is, more people will have
Internet access, and more people will obtain information about
candidates from the Internet. In the context of the experiments we
have presented, this suggests that whatever the cffect sizes we have
observed now, they will likely be larger in the future.

Table 5. Comparison of voting proportions before and after Web research for study 3

Simulated vote before Web

Simulated vote after Web

research research
Group Gandhi Kejriwal Modi ¥ Gandhi Kejriwal Modi ¥t VMP
1 115 164 430 3.07¢ 144 152 113 16.935%* 10.6%***
2 112 183 393 t13 199 376
3 127 196 430 17 174 462

MecNemar's test was conducted to assess VMP significance, VMP, percent increase in subjects in the bias groups combined who said

that they would vote for the favared candidate,

*p < 0.01; and ***P < 0,001: Pearson 2 tests were conducted among all three groups.
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The power of SEME to affect elections in a two-person race
can be roughly estimated by muking # small number of fairly
conservative assumptions, Where § 18 the proportion of voters
with Internet access, « is the proportion of those voters who ure
undecided, and VMP, as noted above, is the proportion of those
undecided voters who can be swayed by SEME, W—the maxi-
mun win margin controllable by SEME—-can be estimated by
the following formula: W = j=u=IMP,

In a threc-person race, W will vary between 75% and 100% of its
value in a lwo-person race, depending on how the votes are dis-
tributed between the two losing candidates. (Derivations of formulas
in the two-candidute and three<candidate cases are available in S7
Text.) In both cases, the size of the population is irrelevant.

Knowing the values for i and « for a given election, along with
the projected win margin, the minimum VMP nceded to put one
candidate ahead can be calcufated (Table $8). In theory, con-
tinuous enline polling would allow search rankings to be opti-
mized continuously to increase the value of YMP until, in some
instances, it could conceivably goaraniee an election’s outcome,
much as “conversion” and “click-through” rates are now opti-
mized continuously in Internet marketing (64).

For example, if (i} 80% of eligible voters had Internel access,
(i) 10% of those individuals were undecided at some point, and
{iif) SEME could be used to increase the number of people in the
undecided group who were inclined to vote for the target candidate
by 25%, that would be enough to control the outcome of an election
in which the expected win margin was as high as 2%. IT SEME were
applied strategically and repeatedly over a period of weeks or months
to increase the VMP, and if, in some locales and situations, / and i
were larger than in the example given, the controllable win margin
would be larger. That possibility notwithstanding, because nearly
25% of naticnal elections worldwide are typically won by margins
under 3%, SEME could conceivably impact a substantial number of
elections today even with fairly low vatues of i, «r, and VMP,

Given owr procedures, however, we caunot rule oul the pos-
sibility that SEME produces only a transient effect, which would
limit its value in election manipulation. Laboratory manipula-
tions of preferences and attitudes often impact subjects for only a
short time, sometimes just hours (63). That said, if search
rankings were being manipulated with the intent of altering the
outcome of a real election, people would presumably be exposed
to biased rankings repeatedly over a period of weeks or months,
We produced substantial changes not only in voting preferences
but ia multiple ratings of attitudes toward candidates given just
one exposure to search rankings linking to Web pages favoring
one candidate, with average search times in the 277- to 635-s
range. Given hundreds or thousands of exposures of this sort, we
speculate not only that the resulting attitudes and preferences
would be stable, Lut that they would become stronger over time,
much us brand preferences become stronger when advertise-
ments are presenied repeatedly (66).

QOur results also suggest that it is a relatively simple matter io
mask the bias in search rankings so that it is undetectable to virtually
every user, In experiment 3, using only a simple mask, none of our
subjects appeared to be aware that they were seeing biased rank-
ings, and in our India study, only 0.5% of our subjecls appeared lo
notice the bias. When people are subjected o forms of influence
they can identify—in campaigns, thal means speeches, billboards,
television commercials, and so on—they can defend themselves
fairly easily if they have opposing views, Invisible sources of influ-
ence can be harder to defend against (67-69), and for people who
are impressionabte, invisible sources of influence nol enly persuade,
they also leave people feeling that they made up their own minds—
that no external force was applicd (70, 71). Influence is sometimes
undetectable because key stimuli act subliminally (72-74), but

“some of the data applied in the analysis in this publication are based an materiat from

the “European Election Database,” The data are collected from original sources and
prepared and made available by the Nonwegian Social Science Data Services (NSD).
NSD is not responsible for the analysesfinterpretation of the data presented here,
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search resulis and Web pages are easy to perceive; it is the pattern
of rankings that people cannot see. This invisibility makes SEME
especially dangerous as a means of control, not just of voting
behavior but perhaps of a wide variety of attitudes, beliefs, and
behavior. Ironically, and consistenl with the findings of other re-
searchers, we found that even those subjects who showed aware-
ness af the biased rankings were still impacted by them in the
predicted directions (75).

One weakness in our studies was the manner in which we chose to
determine whether subjects were aware of bias in the search rank-
ings. As nofed, to not generate false-positive responses, we avoided
asking leuding questions that referred specifically to bias; rather, we
asked a rather vague question about whether anything had bothered
subjects about the search rankings, and we then gave subjects an
opportunity to type out the details of their concerns. In so doing, we
probably underestimated the number of detections (47), and this is a
matter that should be studied finther. That said, because people who
showed awareness of the bias were still vulnerable to our manipu-
lation, people who use SEME to manipulate real elections might not
be concerned about detection, except, perhaps, by regulators,

Could regulators in fact detect SEME? Theoreticaliy, by rating
pages and monitoring search rankings on an ongoing basis, search
ranking bias related to elections might be possible 1o identity and
track; us a practical matter, however, we believe that biased
rankings would be impossible or nearly impossible for regulators
to delect, The results of studies 2 and 3 suggest that vulnerability
to SEME cun vary dramatically from one demographic group {0
another. It follows that if one were using biased search rankings to
manipulate a real election, one would focus on the most vuiner-
able demographic groups. Indeed, if one had sccess to detailed
online profiles of millions of individuals, which scarch engine
companies do (76-78), one would presumably be able to identify
those voters who appeared (o be undecided and impressionable
and focus one's efforts on those individuals only—a stratepy that
has long been standard in political campaigns (79-84) and continues
to remain important today (85). With search engine companies
becoming increasingly adept at sending users customized search
rankings (76-78, 86-88), it seems likely that only customized rank-
ings would be used to influence elections, thus making it difficult or
impossible for regulators to detect a manipulation. Rankings that
appear 10 be unbiased on the regulators’ screens might be highly
biased on the screens of select individuals.

Even if 4 statistical analysis did show that rankings consistently
favored one candidate over another, those rankings could always be
attributed 1o algorithm-guided dynamics driven by market forces—
so-calted “organic” forces (89)—-rather than by deliberate manip-
ulation by search engine company employees. This possibility
suggests yet another potential danger of SEME. What il election-
related search results are indeed being left to the vagaries of market
forces? Do such forces end up pushing some candidates to the top
ol search rankings? If so, it seems likely that those high rankings arc
cultivating additional supporters for those candidates in a kind of
digita] bandwagon effect. In other words, for several years now and
with greater impact each year (as more people get election-related
information through the Internet), SEME has perhaps already
been affecting the outcomes of close clections. To put this another
way, without human intention or direction, algorithms have per-
haps been having & say in selecting our leaders,

Because search rankings arc based, at least in part, on the
popularity of Web sites (90), it is likely that voter prefercnces
tmpacl those rankings to some extent. Given our {indings that
search rankings can in turn affect voter preferences, these phe-
nomena might interact synergistically, causing a substantial in-
crease in supporl for one candidale at some point even when the
effects of the individual phenomena are small !

Our studies produced a wide range of VMPs, In a real elec-
tion, what proportion of undecided voters could actually be

A mathematical model we developed—highly conjectural, we admit, and at this point
unverifiable—shows the possibie dynamics of such synergy (Fig. S1}.

PNAS | Published online August 4, 2015 | £4519

o
g2
R
i
e -1
s
ek
¥
i

-
g
=
i
g
S
=
=
=
L
o
&



NAS

shifted using SEME? QOur first two studics, which relied on a
campaign and candidates that were unfamiliar to our subjects,
produced overall VMPs in the range 36.7-63.3%, with de-
mographic shifts occurring with YMDPs as high as 80.0%. Our
third study, with real voters in the midst of a real clection, pro-
duced, overall, a fower VMP: just 10.6%, with optimizing our
rankings raising the VMP to 12.3% and with the elimination of a
smali number of oppositional subjects raising the VMP to 24.5%,
which is the value we would presumably ltave found if our search
rankings had been optimized from the start and if we had ad-
vance knowledge about oppositional groups, In the third study,
VMPs in some demographic groups were as high as 72.7%. If a
search engine company optimized rankings continuously and
sent customized rankings only to vulnerable undecided voters,
there is no telling how high the VMP could be pushed, but it
would almost certainly be higher than our modest efforts could
achieve. Qur investigation suggesis that with optimized, targeted
rankings, a YMP of at least 20% should be relatively ecasy to
uchieve in real elections. Even if only 60% of u population had
Internet access and only 10% of voters were undecided, that
would still allow control of elections with win margins up to
1.29%—live times greater than the win margin in the 2010 race
between Gillard and Abbott in Australia.

Conclusions

Given that search engine companies are currently unregulated,
our resuits could be viewed as a cause for concern, suggesting
thatl such companies could affect—and perhaps are already
affecting--the outcomes of close elections worldwide. Restricting
search ranking manipulations to voters who have been identified
as undecided while also donating money to favored candidates
would be an especially subtle, effective, and efficient way of
wielding influence.

Although voters are subjected to a wide variety of influences
during political campaigns, we believe that the manipulation of
search rankings might exert a disproportionately large influence
over voters for four reasons:

First, as we noted, the process by which search rankings affect
voter prelerences might interact synergistically with the process
Ly which voter preferences affect scarch rankings, thus creating a
sort of digital bandwagon effect that magnifies the potential
impact of even minor search ranking manipulations,

Second, campaign influence is usuaily explicit, but search
ranking manipulations are not. Such manipulations are difficult
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to detect, and most people are relatively powerless when trying
1o resist sources of influence they cannot see (66-G8), Of greater
concern in the present context, when people are unaware they
are being manipulated, they tend to believe they have adopted
their new thinking voluntarily (69, 7).

Third, candidates normally have equal access to volers, but this
need nol be the case with search engine manipulations. Because
the majorily of people in most democracies use a search engine
provided by just one company, if thal company chose lo manip-
ulate rankings to favor particular candidates or parties, opponents
would have no way fo counteract those manipulations. Perhaps
worse still, if thal company left election-related search rankings to
market forces, the search algorithin iself might determine the
outcomes of many close elections.

Finally, with the attention of voters shifting rapidly toward the
Internet and away from traditional sources of information (12,
61, 62), the potential impact of search engine rankings on voter
preferences will inevitably grow over time, as will {he influence of
people who have the power to controf such rankings.

We conjecture, therefore, that unregulated election-related
search rankings could pose a significant threat to the democratic
system of government,

Materials and Methods

We used 102 subjects in each of experiments 1-3 te give us an equal number
of subjects in all three groups and both counterbalancing conditions of
the expoeriments.

Nonparametric statistical tests such as the Mann-Whitney v and the
Kruskal-Wallis H are used throughout the present repert because Likert
scale scores, which were used in each of the studies, are ordinal.

In study 3, the procedure was identical to that of studies 1 and 2; only the
Web pages and search results were differant: that is, Web pages and search
results were pertinent to the three leading candidates in the 2014 Lok Sabha
general efections, The guestions we asked subjects were also adjusted for a
thrae-person race,
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Demographic Differences in VMP, In study 2, we found substantial
differcnces in how vulnerable different demographic groups
were to SEME. Although the groups we examined are somewhat
arbitrary, overlapping, and by no means definifive, they do
eslablish a range of vulnerability to SEME., Ten groups (1 > 50)
that appeared to be highly valnerable in study 2, as indicated by
their VMP scores, were, in order from highest 1o lowest, as
follows:

i) Moderate Republicans (80.0%; 95% Cl, 62.5-97.5%)
ify Pcople from North Carolina (66.7%; 95% CI, 42.8-90.5%)
iif) Moderate Libertarians (73.3%; 95% CI, 51-95.7%)
ivy Male Republicans (66.1%; 95% CI, 54-78.2%)
v) Female conservatives age 30 and over (67.7%; 95% CI,
52.5-82.7%)
vi) People from Virginia (60.0%; 95% CI, 38.5-81.5%)
vii) People earning between $15,000 and $19,999 (60.0%; 95%
Cl, 42.5-77.5%)
viif) Hispanics (59.4%: 95% ClI, 42.4-76.4%)
i) Independents with no political leaning (58.3%; 95% CI,
38.6-78.1%)
x} Female conservatives (54.7%; 95% CI, 41.3-68.1%)

Ten groups that appeared to show little vulnerability to SEME,
as indicated by their VMP scores, were, in order from highest to
lowest, as follows:

i) People from California (24.1%; 95% CI, 15.1-33.1%)

i1} Moderate independents (24.0%; 95% Cl, 15.4-32.5%)
ity Liberal independents (23.4%; 95% CI, 13.1-33.8%)

iv) People from Texas (22.9%; 95% Cl, [1-34.8%)

v} Liberal Libertarians (22.7%; Y5% CI, 5.2-40.2%)

vi}) People earning between $40,000 and $49,999 (22.5%; 95%

Cl, 13.8-31.1%)

vii) Female independents (22.0%; 95% CI, 13.5-30.5%)

viii) Male moderates age 30 and over (19.3%; 95% CI, 9.1-29.5%)
i) Female independent moderates (17.9%; 95% CI, 13.5-30.5%)
x) People with an uncommon political party (15.0%; 95% ClI,

~0.6% to 30.6%:)

In study 3, as in study 2, we found substantial differences in
how vulnerable different demographic groups were to SEME,
Although the groups we examined are somewhat arbitrary,
overlapping, and by no means definitive, (hey do establish a range
of vulnerability to SEME. Ten groups (i > 50) that appeared to
be highly vulnerable in study 3, as indicaled by their VMP scores,
were, in order from highest to lowest, as follows:

i) Unemployed males from Kerala (72.7%; 95% CI, 46.4-99,1%)
ity Unemployed Christians (68.8%; 95% Cl, 46.0-91.5%)
iy Unemployed moderate males (50.0%; 95% C1, 33.2-66.8%)
iv) Moderate Christian males (47.6%; 95% CI, 26.3-69.0%)
v} Christian moderates (42.9%; 95% CI, 26.5-59.3%)
v} Males from Kerala (40.4%; 95% CI, 26.4-54.5%)
vii} Unemployed moderates (33.3%; 95% CI, 22.0-44.7%)
viff) Male Christians (32.7%; 95% CI, 19.9-45.4%)
iv) Pecople from Kerala (32.4%; 95% CI, 21.8-43.1%)
x) Unemployed females with no paolitical ideology (31.6%;
95% CI, 10.7-52.5%)

Ten groups that appeared to show fittle valnerability to SEME,
as indicated by their VMP scores, were, in order from highest to
lowest, as follows:
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i) People fram Tamit Nadu with no pofitical ideology (0.0%;
95% CI, -0.01%-0.04%)
if) Employed females with no political ideology (0.0%; 95%
Cl, ~0.01%—0,06%)
iify People earning between Rs 10,000 and Rs 29,999 (-3.2%;
95% CI, -7.6%—1.3%)
i) Married people who are separated (-3.3%; 95% (I,
~-10.0%-3.3%)
v} People with a pre-university education (-4.3%; 95% CI,
—10.5%—1.81%)
vi) Unemployed liberals (-4.3%; 95% CI, -10.5%-1.81%)
vii) Unemployed conservatives (—5.0%; 95% CI, ~15,0%-5.0%)
viti) People from Gujarat (—5.9%; 95% Cl, —17.8%-6.0%)
i} Unemployed male liberals (-8.0%; 95% CI, ~19.5%-3.5%)
¥} Female conservatives (—11.8%; 93% CI, —29.0%-5.5%)

Bias Awareness, Subjects werce counted as showing awareness of
the manipulation if (/} they had clicked on a box indicating that
semething “bothered” them about the rankings and (i) we found
specific terms or phrases in their open-ended comments sug-
gesting that they were aware of bias in the rankings, such as
“biased,” “bias,” “leaning towards,” “leaning toward,” “leaning
against,” “slanted,” “skewed,” “favorable towards,” “favorable
toward,” “favorable for,” “favorable against,” “favorable resuits,”
“favored towards,” “favored toward,” “favored for,” “favored
against,” “favored results,” “favor toward,” “results favor,” “favor
Modi,” “favor Kejriwal,” “favor Gandhi,” “negative toward,”
“negative for,” “negative against,” “all negative,” “all positive,”
“mainly negative,” “mainly positive,” “nothing positive,” “noth-
ing negative,” “more results for,” “less results for,” “most of the
arlicles were negative,” “most of the articles were positive,”
“pro Modi,” “pro Kejriwal,” “pro Gandhi,” “Madi leaning,”
“Kejriwal leaning,” “Gandhi leaning,” “pro Gillard,” “pro
Abbott,” “favor Gillard,” “favor Abbott,” “Gillard leaning,”
and “Abbott leaning.”
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Derivation of the Formulas for Computing W, the Maximum Win
Margin Controllable Through SEME, in Two- and Three- Person Races.

Two-person race. Where T =total number of eligible voters in
a population, i/ =proportion of T who are internet users, 1=
proportion of i who are undecided, p = proportion of u who are
prone {o vote for the target candidate, and VMP = proportion of
p who can be shifted by SEME.

The number of votes that can be shilted by SEME is given by

n=T=isyspxVMP,

In a two-person race, the number of votes for the candidate fa-
vored by SEME when the vote is initially evenly split is

T‘+”
) :

and the number of votes for the losing candidate is

T
5 -

The vote margin in favor of the winning candidate is therefore the
larger vote minus the smaller vote, or, simply: 25,
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Therefore, the margin of voters, expressed as a proportion, that
can be shilted by SEME is

2 ZxTsixnsp+ VMP
T T

=2 kixyspx VMP,

Because the undecided voters in a two-person race have only
two voting options, the value of p before outside influence is
exercised can reasonably be assumed to be 0.5.

Therefore, ¥ can be calculated as follows:

W=2%i+u*0.5%VMP,
and {he caiculation can be simplified as follows:
Wosisy s VMP.

In other words, the maximum win margin controllable by
SEME in a two-person race is equal to the proportion of peopie
who can be influenced by SEME (the VMP) times the proportion
of undecided Interet voters in the population, (f #u).

Three-person race. Where T'= total number of volers in a population,
i = proportion of 7 who are internet users, = proportion of i
who are undecided, p= proportion of © who are prone to vote
for the target candidate, and VMP = proportion of p who can
be shifted by SEME.

The number of votes that can be shifted by SEME is given by

=Txi{xyxps VMP.

In a three-person race, because the winning candidate can draw
votes from either ¢f the two losing candidates, ¥ can vary be-
lween two extremes:

I} Atone extreme, one of the two losing candidates draws zero
votes, in which case the formula for the two-person case
(above) is applicable.

Egstein and Robertson wwav.pnas.orgicgicontent/short/1419828112

ity At the other extreme, voting preferences are initially split
three ways evenly, and the winning candidate draws votes
equally from the other two. This distribution will give us the
lowest possible value of i in the three-person race, as follows.

The number of votes for the candidate favored by SEME will
still be

§+n.

However, because of the split, the number of votes for each of the
losing candidates will now be

T n

22
The vote margin in favor of the winning candidate will therefore be
the larger vote minus either of the smaller votes or, simply, 1.5n.
Therefore, the margin of volers, expressed as a proportion, that
can be shifted by SEME is

2n _B5xT+i+usp=VMP
T T

=15={sy*px VMP,
Therefore, W can be calculated as follows:
W=15=i=u=0.5VMP,
and the calenlation can be simplified as follows:
W=075%i%u+VMP.
Therefore, in a three-person race, I will vary between 75%
and 100% of the }¥ found in the fwo-person case, depending on

how votes are distributed between the two losing candidates; the
more even the split, the smaller the controllable win margin.
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B Synergistic impact on voter preference

e 080 Impact of rank on voter preference
Impact of voter preference on rank
-
5
o
v
E
“s Aan -
0.20 -
o000 =

T T T T T T T T T 1 T T T T T T T Y ¥
Too2Y 41 61 B 10Y 121 341 161 181 201 221 241 261 281 301 321 341 361

Day of the year

Fig. $1. A possible synergistic relationship between the impact that search rankings have on voter preferences and the impact that voter preferences have on
search rankings. The lower curves {red and green) show slow increases that might aceur if each of the processes acted alone over the course of a year (365
iterations of the madel). The upper curve (blue) shows the result of a possible synergy between these two processes using the same parameters that gencrated
the two lower curves, The curves are generated by an iterative model using equations of the general form Vi,; =V, + rl&, x (1 = V)] + A0, x (1 = V,))], where V¥
is voter preference for cne candidate, R is the impact of voter preferences on search rankings, O is the impact (randomized with each iteration) of other
influences on voter preferences, and r is a rate-of-change factor. Because a change in voter preference alters the proportien of votes available, its value in the
model cannot exceed 1.0,
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Table 51, Demographics for studies 1 and 2
Census 20107 Study 1 Census and study 1 Study 2

Category Value n % n % Zz n %
Age 18-24 26,718 12.7% 51 16.7% 2.097* 446 21.2%
25-44 70,472 33.4% 122 39.9% 2.385* 1,274 60.7%
w 45-64 75,865 36.0% 95 31.0% 1.800 342 16.3%
&ﬂ‘ 65-74 20,605 9.8% 20 6.5% 1.906 33 1.6%
a ) 75+ 17,140 8.1% 18 5.9% 1.438 5 0.2%
Race White 152,929 72.5% 179 58.5% 5.502%%* 1,645 78.3%
~ ] Black 25,632 118% 38 12.4% 0349 126 6.0%
Hispanic 21,285 9.8% 52 17.0% 4.169%** 121 5.8%
Astan 7,638 3.9% 7 2.3% 1.528 123 5.9%
Other 3,316 2.0% 30 9.8% 10,9775 %% 85 4.0%
Sex Male 101,279 48.0% 162 52.9% 1715 1,148 54,7%
Female 109,521 52.0% 144 47.1% 1.715 547 A5 1%
Other nfa nfa 0 0.0% nfa 5 0.2%
Education Less than ninth grade 6,655 3.,2% 2 0.7% 2.504* 0 0.0%
Ninth to 12th grade 15,831 7.6% 45 14.7% A F24%** 22 1.0%
High schoot graduate 65,951 31.3% 68 22.2% 34717%%* 231 11.0%
Some college or associate degree 62,655 29.7% 145 47.4% 6.753%*% 820 39.0%
Bachelors 39,272 18.6% 30 9.8% 3.963%** 752 35.8%
Advanced 20,336 3.6% 16 5.2% 2.616%* 275 13,1%
Used$ Yes 126,477 60.0% 119 38.9% FH31xEx 1,509 71.9%
No 84,323 40.0% 187 61.1% 7.531x%% 591 28.1%
Income Under $10,000 5,456 3.6% 67 21.9% 20.009*%** 137 6.5%
$10,000 to $14,999 5,069 3.3% 33 10.8% B8.538*** 131 6.2%
$15,000 to $19,999 4,549 2.9% 28 9.2% TAAG*** 124 5.9%
$20,000 to $29,999 12,632 B.2% 45 14.7% 4.800%** 282 13.4%
$30,000 to $39,999 13,182 B.h% 34 11.1% 1.857 288 13.7%
440,000 to $49,999 10,807 7.0% 17 5.6% 1.143 239 11.4%
$50,000 to $74,999 25,516 16.5% 30 9.8% 3.602*** 405 19.3%
$75,000 to $99,999 17,597 11.4% 1 3.6% 4.032%%% 235 11.2%
$100,000 to $149,999 16,586 10.7% 5 1.6% 5.016%%% 148 7.0%
$150,000 and over 12,102 7.8% 0 0.0% 5.893%*% 46 2.2%
Prefer not to say 30,875 20.0% 36 11.8% 4.069*** 65 3%
Marital status Married 113,421 53.8% 48 t5.7% 13.364*%* 751 35.8%
Widowed 13,612 0.5% 27 8.8% 1,682 15 0.7%
Divorced 23,035 10.9% 68 22.2% B.324*#* 141 6.7%
Separated 4,528 2.1% i5 4.9% 337174 ** 33 1.6%
Never married 56,203 26.7% 148 48.4% 8.576%** 1,160 55.2%

P <0.05 **F < 0.01; and ***P < 0001,
Census numbers are i hundred thousands.
For census data, "No® indludes "unemployed” and "not in labor force.”
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Table $2. Voting preferences by group for study 1
Mean (SE}

Experiment Voting preferences Group 1 {Gillard bias) Group 2 (Abbott bias) Group 3 {control)  Kruskal-Wallis (2} Mann-Whitney u

] PreimpressionAbbott 8.09 (0.34) 7.74 {0.40) 7.41 (0.26} 3.979 525.0
PreimpressionGiliard 7.06 (0.42) 7.47 (0.35) 6.88 {0,32) 1.395 529.5
PreTrustAbbott 7.82 (0.31) 7.85 (0.39) 7.35 {0.28) 3.275 538.5
PreTrustGillard 6.38 {0.40) 7.56 (0.30) 5.88 {0.32) 5.213 407.0
PreLikeAbbott 6.06 {0.52} 5.68 (0.47) 5.79 {0,38) 0.296 538.5
PreLikeGillard 5.29 (0.48} 5.76 (0.41) 5.29 (0.37) 1.335 500.0
PostimpressionAbbott 4.24 (0,49} 7.29 (0.51} 5.85 (0.38) 19,029%* ** 252.0%**
PostimpressionGillard 7.26 (0.45) 4,71 {0.47) 5.65 {0.46) 14,667+ 2B6.0%*
PostTrustAbbott 4,59 (0.43) 7.32 (0.51) 6.15 (0.38) 18.385*** 260,54 %+
PostTrustGitlard 6.91 (0.42) 4.97 (0.43) 6.15 (0.40) 10.809** 326.5%%
PostLikeAbbott 3.88 (0.43) 6,24 (0.58) 5.18 (0.42) 11,026** 341,54
PostLikeGillard 5,68 {0.49) 4.15 (0,45) 5.41 (0.42) 5.836 403.0%

2 PrelmpressionAbbott 6.76 {0.43) 7.50 (0.34) 6.76 (0,44) 1.761 477.0
PrelmpraessionGillard 6.50 {0.36) 7.29 (0.43) 6.12 (0.45) 4.369 4495
PreTrustAbbott 6.41 {0.44) 7.12 {0.30) 7.32 {0.44) 2.700 499.0
PreTrustGillard 6.56 (0.41) 7.32 {0.36) 6.35 (0.43) 3.094 4650
PrelikeAbbott 5,56 (0,46) 5.65 {0.43) 5.76 (0.49) 0.170 575.0
PreLikeGillard 5.79 {0.44) 5.79 (0.48) 5.47 (0.45) 0.306 568.0
PastimpressionAbbott 3,79 {0.41) 7.15 (0.49) 5.24 (0.48} 20.878% %% 226.5%**
PostimpressionGillard 7.35 (0.39) 4,79 (0.47) 6.00 (0.38) 15.270*** 279 5%
PostTrustAbbott 3.82 (0.40} 7.18 (0.47) 5.53 {0.51) 21.917%*% 207 5*%*
PostTrustGillard 7.32 (0.41) 4.97 (0.46) 6.18 {0.36) 13.410%* 302.0%*
PostLikeAbbott 3.91(0.42) 6.09 {0.53) 5.56 {0,48) 9.822*%* 353,0%*
PostLikeGillard 6.68 (0.45) 4,29 {0.48) 5.79 (0.40) 12.905%* 311,5**

3 PrelmpressionAbbott 7.24 (0.39) 7.18 (0.39} 7.88 (0.27) 1.346 568.5
PrelmpressienGillard 6,12 {0.43) 7.09 (0.39) 7.26 (0.34) 4,134 452.0
PreTrustAbbott 7.18 {0.35) 6.41 (0.41) 7.53 (0.32) 3.837 478.0
PreTrustGillard 6.65 {0.38) 6.68 (0.40) 6.97 (0.33) 0.259 568.5
PretikeAbbott 6.59 (0.42) 5.94 (0.39) 6.59 (0.43) 2.301 491.0
PreLikeGillard 5.85 (0.46) 5.85 {0.43) 6.26 (0.41) 1.065 576.5
PastimpressionAbbott 5.29 (0.48) 6,82 {0.41) 6.26 (0.48) 5512 384.0*
PostimpressionGiliard 6,50 (0.45) 5,47 {0.43) 6,21 (0,48} 3.027 4455
PastTrustAbbott 5,38 {0.49) 6.85 (0,45) 6.47 (0.47} 5.091 399.0*
PostTrustGillard 6.44 (0.45) 5.76 (0.47) 6.29 (0.44) 1.365 493.0
PostiikeAbbott 5.29 (0.48} 6.03 (0.48) 5,79 {0.53) 1.129 487.0
PostLikeGillard 6.12 (0,47} 5.26 (0.54) 6.09 (0.51) 1.475 491.5

*P <005 **P < 0.0} and ***P < 0,001: Kruskal|-Wallis tests were conducted between all three groups, and Mann-Whitney u tests were conducted between
groups 1 and 2. Preferences were measured for each candidate separately on 10-point Likert scales.

Table 53, Voting preferences by group for study 2

Mean (SE)

Voting preferences Group 1 (Giltard hias) Group 2 (Abbott bias) Group 3 {control) Kruskal-Wallis {42 Mann-Whitney v
PrafmpressionAbbott 7.40 {0.07) 7.36 {0.08) 7.37 {0.07} 0.458 241,861.5
PrelmpressionGillard 7.13 {0.07) 7.12 (0.08) 7.132 {0.07) 0.081 243,115.0
PreTrustAbbott 7.26 {0.07) 7.22 {0.08) 7.18 {0.07) 0.954 24,9245
PreTrustGillard 6.95 (0.07) 6.89 (0.08) 6.92 (0.07) 0.222 241,779.0
PreLikeAbhott 6.42 (0.08) 6,39 (0.08) 6,23 (0.08) 2.987 243,6775
PreLikeGillard 6.24 (0.08) 6.30 {0.08) 6.11 (0,08) 3.178 234,556.0
PostimpressionAbbott 4.61 {0.09) 6,88 {0.09} 5.53 {0.09) 289.065%** 120,660.0% %%
PostimpressionGillard 6.87 (0.08} 4.95 {0.09) 6,21 (0.09) 237.034%= 133,106.5%**
PostTrustAbbott 4.56(0.10) 6.94 (0.09) 5.57 (0.10) 281.560%** 121,786.5%%*
PostTrustGillard 6.84 (0.09) 4.95 (0,09) 6.19 (0.09) 221.709%** 136,689,0%v*
PostLikeAbbott 455 {0.09) 6.31 (0.09) 5.21 (0.09} 177.225%%* 146,957.0***
PostlLikeGillard ’ 6.34(0.09) 4.64 (0.09) 5.71 (0.09} 176.066%** 147,372, 5%%*

tHEP < 0.001: Kruskal-Wallis tests were conducted between alf three groups, and Mann-Whitney ¢ tests were conducted between groups 1 and 2. Preferences
were measured for each candidate saparately on 10-point Likert scales,
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Table $4. Treatment effect estimates for study 2 voting preferences
Presearch vote Postsearch vote
Predicter variable Coefficient SE Coefficient SE
Intercept ~0.073 0.540 0.062 0,543
Sox
‘ Female 0 Referent 0 Referent
‘ﬁ Male 0.039 0.110 -0.135 0.119
Cther ~0.430 0.922 ~0.568 0.924
n Racefethnicity
" White 0 Referent 0 Referent
Black 0.115 0.224 0.090 0.245
Hispanic -{.435 0,235 -0.280 0.237
Asian 0.366 0.238 0.668 0.291*
Other 0.133 0.274 ~0.072 0.291
Age group
18-24 0 ‘ Referent 0 Referent
25-44 —-0.024 0144 -0.083 0,157
45-64 0.241 0,184 0.029 0.200
65+ 0.258 041% 0.685 0.519
Education level
Less than ninth grade 0 Referent 0 Referent
Ninth to 12th grade 0.024 0.548 0.732 0.550
High school graduate 0.074 0,528 0.927 0.528
Bachelors 0.094 0.529 6.842 0,530
Advanced ~0.050 0.543 0.549 0.544

The presearch and postsearch columns report the estimate and variance for both treatment groups using dlassical regression
poststratification. Data for sex, race/ethnicity, age group, and education level came from the 2010 US Census. Data on the number
of people who identify their sex as “other” came from a 2011 Gallup study,

*P < 0.05,
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Table 55. Demographics for study 3

Study 3 fndian Census 2011 (literates)

Category Value n Y n %
Age 18-24 602 28.0% 160,241,457 21.0%
25-44 410 65.6% 347,587,712 45,6%
‘ 45-64 124 5.8% 188,197,343 24.7%
‘ﬁ 65+ 14 0.7% 66,185,333 8.7%

Religion Buddhism 14 0.7% — —

m Christianity 262 12.2% - —

m Hinduism 1512 70.3% — —

Islam 314 14,6% — e

Jainism 21 1.0% — —

Other 15 0.7% — —

Sikhism 12 0.6% e —
Sex Male 1518 70.6% 388,428,872 51.0%
Female 632 29.4% 373,782,973 49.0%

Education None 0 0.0% — e

Primary school & 0.2% — —

Higher secondary 71 3.3% e —_—

Pre-university 136 6.3% — e

Bachelors 1225 57.0% — —

Masters 699 32.5% e —

Doctorate 15 0.7% — —

Used Yes 1635 76.0% — —

No 515 24.0% —_ s

Income Under Rs 10,000 121 5.6% — —

/s 10,000 to Rs 29,999 206 9.6% e —

Rs 30,000 to Rs 49,999 131 6.1% — —

Rs 50,000 to Rs 69,999 106 4.9% - —

Rs 70,000 to Rs 89,999 146 6.8% —_ —

Rs 90,000 to Rs 109,999 181 8.4% — —

Rs 110,000 to Rs 129,999 i72 8.0% - e

Rs 130,000 to Rs 149,99% 132 6.1% —_ —

Rs 150,000 to Rs 169,999 124 5.8% — —_

Rs 170,000 to Rs 189,999 118 5.5% —- e

Rs 190,000 and over 486 22.6% — —_

| prefer not to say 227 10.6% e —

Marital status Married 1,144 53.2% — —

Widowed 5 0.2% — —

Divorced 4 0.2% — -

Separated 78 3.6% — -

Never married 919 42.7% — —
Locatioh State 1,144 53.2% 749,758,470 98.4%
Union Territory 5 0.2% 12,453,375 1.6%
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Table 56, Voting Preferences by Group for Study 3
Mean (SE)
Voting preferences Group 1 (Gandhi bias}  Group 2 (Kejriwal bias)  Group 3 (Modi bias) Kruskal-wallis (%)
PrelmpressicnGandhi 5.94 (0.10} 5.73 (0.10) 5.65 (0.10) 4,782
PrelmpressionKejrivwal 6.80 (0.09} 7.07 (0.09) 7.09 {0.08) 6.230*
’ PrelmpressicnModi 7.49 {0.10) 7.46 (0.10) 7.48 {0.09) 0.188
" PreLikableGandhi 5.71{0.10) 5.64 (0.10) 5.61 {0.10) 0.722
PrelikableKejriwal 6.68 {0.09) 6.78 (0.09) 6.87 {0.09) 2.030
u PrelikableModi 7.40{0.10) 7.29 (0.10) 7.29 {0.10) 1.483
m PreTrustGandhi 5.57 {0.11) 5.52 (0.11) 5.42 {0.10) 0.955
PreTrustKejriwal 6.54 (0.10) 6.74 {0.10) 6.85 {0.09) 4.546
PreTrustModi 7.22 (0.11) 7.31{0.11) 7.27 {010} 0,159
PrelikelyToVoteGandhi 0.10 (0.12) 0.08 {0.12) 0.08 {0.12) 1.587
PreLikelyToVoteKejriwal 1.19 (0.11) 1.38 (0.11) 1.55 {0.10) 5.178
PrelikelyToVoteModi 2.15(0.12) 212 {(0.12) 206 (0.12) 0.202
PostimpressionGandhi 5.78 {0.10) 5.52 (0.10) 5.35 (0.10) 9.552*=
PostimpressienKejriwal 6.50 {0.09) 6.96 (0.09) 5.70 (0.08) 14,288**
Pastimpressioniodi 7.27{0.10) 7.26 (0,10} 7.60 (0.09) 7.860%*
PostLikableGandhi 5.62 {0.10) 5.46 (0.10} 5.26 (0,10) 6.322%
PostlikableKejriwal 6.37 (0.09) 6.84 (0.09) 6.64 (0.08) 13.456%*
PostLikableMadi 7.24 (0.11) 7.20 (0.11) 7.47 {0.10) 3.874
PostTrustGandhi 5.71(0.11) 5.48 {0.10) 5.22 (0.10} 11.386%
PostTrustKejriwal 6.38 (0.10} 6.89 {0.10) 6.68 (0.08) 15.840%**
PostTrustModi 7.18 (0.11} 7.20 (0.1 1) 7.49 (010 4,758

*P < 0.05 **P < 0,01; and ***P < 0.001: Kruskal-Wallis tests were conducted between ali three groups, Preferences were measured for
each candidate separately on 10-peint Likert scales.

Table 57. Treatment effect estimates for study 3 voting preferences

Presearch vaote Postsearch vote

Predictor variabte Coefficient SE " Coefficient SE
Intercept -0.716 0.090%%#* -0.552 0.088***
Sex

Male 0 Referent 1] Referent

Female 0.168 0.100 0.030 0.099
Age group, y

18-24 0 Referent 0 Referent

25-44 0.031 0.103 0.067 0.101

A5-64 —-0.222 0.217 -0.057 0,208

65+ —-0.213 0.598 -0.366 0.598
Location

State 0 Referent 0 Referent

Union Territory —~0.401 0,294 -0.321 0.279

The presearch and postsearch columns report the estimate and variance for both of the treatment groups
using classical regression poststratification, Data for sex, age group, and location came from the 2011 India
Census,
akp 2 0.001.
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Table S8, Minimum VMP levels needed to impact two-person races with various projected win
margins and proportions of undecided Internet voters

<
7

Proportion of undecided Projected win margin
Internet voters in the
population {(*u) 0.01 002 003 004 005 006 007 008 009 010
. 0.01 1.000 —_ —_ — — _ —_ —_ een —
0.02 0,500 1.000  — e — — — — — —
0.03 0.333 0667 1000 — —_ - e o — —
0.04 0.250 0500 0.750 1.000 — —_ — — - —
0.05 0,200 0.400 0600 0800 1.000 — — — - —
0.06 0.167 0.333 0.500 0.667 0.833 1.000 - e - -
0.07 0.3143  0.286 0429 0571 0734 0857 1.000 —_ — —_
0.08 0.125 0.250 90.375 0.500 0.625 0.750 0875 1000 — —
0.09 G111 0.222 0.333 0444 0556 0667 0.778 0.889 1.000 —
0,10 0.160 0,200 0300 0.400 0500 04600 0700 0800 0900 1.000
0,11 0.091 0,182 0.273 0364 0455 0545 0636 0727 0818 0909
0.12 0.083 0.167 0.250 0333 0417 0500 0583 0667 0750 0.833
0.13 0.077 0.354 0.231 0308 0385 0462 0538 0615 0692 0.769
0.14 0.07% 0,343 0.214 0.286 0357 0429 0500 0571 0643 0714
0.15 0.067 0133 0.200 0267 0.333 0400 0467 0533 0600 0.667
0.16 0.063 0,125 0.188 0250 0313 6375 0438 0.500 0.563 0625
017 0.059 0,118 0176 0.235 0.294 0353 0412 0471 0529 0588
6.18 0.056 G111 0167 0.222 0278 (.333 0.389 0.444 0.500 0556
0.19 0.053 0105 0,158 0211 0.263 0316 0.368 0421 0474 0.526
0.20 0.050 0.100 0.150 ©.200 0.250 0300 0.350 0.400 0.450 0.500

Other Supporting Information Files

Dataset 51 {XLS)
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The Answer Bot Effect (ABE): A powerful new
form of influence made possible by intelligent
personal assistants and search engines
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Abstract

We introduce and quantify a relatively new form of influence: the Answer Bot Effect (ABE).
In a 2015 report in PNAS, researchers demonstrated the power that biased search results
have to shift opinions and voting preferences without people’s knowledge-by up to 80% in
some demographic groups. They [abeled this phenomenon the Search Engine Manipulation
Effect (SEME), speculating that its power derives from the high leve! of trust people have in
algorithmically-generated conlent. We now describe three experiments with a total of 1,736
US participants conducted to determine to what extent giving users “the answer"-¢ither via
an answer box at the lop of a page of search results or via a vocal reply to a question posed
to an intelligent personal assistant (IPA}—might also impact opinions and votes, Participants
were first given basic information about two candidates running for prime minister of Austra-
lia (this, in order to assure that participants were “undecided"), then asked questions about
their voting preferences, then given answers io questions they posed about {he candidates—
elther with answer boxes or with vocal answers on an Alexa simulator—and then asked
again about their voting preferences. The experiments were controlied, randomized, dou-
ble-blind, and counterbalanced. Experiments 1 and 2 demonstrated that answer boxes can
shift voting preferences by as much as 38.6% and that the appearance of an answer

box can reduce search times and clicks on search results. Experiment 3 demonstrated that
even a single question-and-answer interaction on an IPA can shift voting preferences by
more than 40%. Muitiple questions posed to an IPA leading to answers that all have the
same blas can shift voting preferences by more than 65%. Simple masking procedures still
produced [arge opinion shifts while reducing awareness of bias {o close to zero. ABE poses
a serious threat to both democracy and human autonomy because (a) it produces large
shifts in opinions and voting preferences with little or no user awareness, (b} itis an ephem-
eral form of influence that leaves no paper trail, and {¢) worldwide, it is controlied almost
exclusively by just four American tech companies. ABE wili become a greater threat as peo-
ple increasingly rely on IPAs for answers.
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The Answer Bot Effect (ABE}

1. Introduction
1.1 Search results

Multiple studies conducted in recent years have demonstrated the power that search engines
have to alter thinking and behavior by showing people biased search results [1-8, cf. 9-14],
and research has also shown that these shifts can be produced without people’s awareness [2).
Bias in search results is difficuit to see, and the few people wha can spot it tend to shilt their
views even farther in the direction of the bias than people who cannot detect the bias [2, 15].

Search engines aiso influence people because of the trust people have in computer-gener-
how compuiers or algorithms work [19], and are oblivious to the various roles that humans
play in generating computer output. Humans build the algorithms that computers use, for
example, and those algorithms often produce biased content because of either the intentional
or unconscious bias of the programmiers [20-24]. Humans also modify existing programs—
sometimes quite frequently. Recent reports suggest that Google's ubiquitous search algorithm
is manualiy adjusted more than 3,000 times a year, and those adjustments change both the
content and the ordering of search results [25, 26). Employees also deliberately add or delete
content from blacklists and whitelists, which again has the effect of suppressing or boosting
content [27-29], People try to resist manipulation when they can see the human hand-
authors’ names on news articles, guests on television and radio shows, videos on YouTube,
and so on-but they think less critically when presented with algorithmic output, which they
mistakenly believe to be inherently objective [30-34, cf. 35].

The human hand behind Big Tech companies is alse invisible to users in another way. Peo-
ple are often obiivious to the many inethods these companies are employing to collect personal
data about them-the equivalent of more than three million pages of information about the
that personal information is the bread and butter of Big Tech, which relies on the “surveillance
business model” for nearly all its income [38-40]. Algorithms that match up users and vendors
now direct the flow of hundreds of billions of dollars in purchases each year, but personal
information can be used in other ways as well. As any con artist can tell you, the more you
know about someone, the easier it is to manipulate him or her. Big Tech companies have accu-
mulated massive databases about billions of people worldwide, and they are increasingly show-
ing people personalized output that is optimized to draw clicks or impact a wide variety of
thinking and behavior [15, 41-46, cf. 47, 48],

1.2 Search suggestions

Search results aren't the only tools a search engine can wield to control people. Recent research
shows that search suggestions-the short lists of words and phrases users are shown as they
type characters into the search bar—can also shift thinking and behavior [15, 49, cf. 50-57].
Because negative (or “low-valence”) words draw far more attention and clicks than neutral or
positive words [58, 59], one of the simplest ways to shift opinions to favor one candidate or
cause is to suppress negative search terms for that candidate or cause. Google might have done
so to support Hillary Clinton’s candidacy in the 2016 Presidential election [49, 60, 61, cf. 62).

1.3 Answer boxes

In 2014, Google began displaying boxes above their search results which contain a single
answer to a person’s query, often accompanied by a link people can click to get more informa-
tion [63). Can these answers, now called “featured snippets” or “answer boxes,” also impact
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thinking and behavior? This is an important question not only because bias in a featured snip-
pet might enhance the impact of biased search results and biased search suggestions, but also
because an answer box could be considered a simple variant of a wide range of new content
sources. Intelligent personal assistants (EPAs) such as Amazon’s Alexa, Apple’s Siri, Microsofi's
Cortana, and the Google Assistant (on Android devices and the Google Home device), all pro-
vide just one answer in response to a query, We are, in effect, moving away from search
engines-platforms that provide thousands of possible answers in response to a query-toward
the type of device we have seen portrayed in science fiction movies and television shows. On
the original “Star Trek” episodes, when Captain Kirk wanted information, he didn’t consult a
search engine; he simply said things like, “Computer, who's the best looking captain in Star
Fleet?” Why would one want a list of thousands of web pages when the computer can give you
a simple answer?

Over time, Google-emulated to some extent by other, tess popular search engines—has
introduced several types of answer boxes, among them: a rich answer box {a type of featured
snippet that includes additional information such as a graph, table, image, or interaclive tool),
a news stories box, a knowledge box (often information from Wikipedia displayed in the
upper-right-hand corner of the search results page), a box suggesting related searches, and so
on [64, 65]. Owr focus, however, is on what Google calls the “featured snippet,” a relatively
small box that is unlabeled and contains a simple answer to a user’s query [66). On June 23,
2015, when people typed the query, “Who will be the next president?,” into the Google search
bar, a featured snippet appeared reading, in part, “Hillary Clinton is the next President of the
United States. . .. 10 Reasons Why Hillary Clinton Will Be the Next President” (67]. On Octo-
ber 22, 2017, when one of the authors of this paper typed “google play vs spotify” into the Goo-
gle search bar, an answer box appeared immediately below the search bar reading, in part,
“Google Play Music is my top pick after months of research and testing. . .. Google Play Music
is better than Spotify-Business Insider” (51 Fig). A link was included in the box to the relevant
Business Insider article.

1.4 Answer bots and intelligent personal assistants

1.4.1 An inevitable trend, For simplicity’s sake, we will refer to all electronic devices that
provide simple answers to queries posed by humans as “answer bots” and define the Answer
Bot Effect (ABE) as the extent to which answers provided by answer bots can alter people’s
opinions and behaviors. 1t is important to measure this effect, we believe, because of what
appears to be an inevitable trend: Worldwide, people are relying less and less on search results
for their answers—just as, in the early 2000s, people began to rely less and less on books for
their answers-and are simply accepting the answers they see in answer boxes or hear on their
IPAs, Before answer boxes were introduced, people who used search engines had no choice
but to click on search results and examine web pages to get their answers, As of 2016, approxi-
mately 43.9% of searches on mobile and desktop devices ended without a click; as of 2020, that
percentage increased to 64.8% [68, 69; cf. 70]. Again, why click on a search result when the
answer is right in front of you?

The shift toward answer bots is indicated by the increase in the number of people using
IPAs. By 2019, there were 157 million smart speakers in American homes [71], and between
2019 and 2021, the number of Americans relying on voice assistants increased by nearly 20%
[72). Worldwide, more than 600 million smart speakers are expected to be in use by 2024 [72].

The spread of IPAs and answer boxes is not the only reason we need to measure and under-
stand ABE. Children’s toys are increasingly internet-connected, and many of them answer
children’s questions [73]. Hello Barbie has been around since 2015 and has been described as
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the perfect friend that can hold a two-way conversation and impact children’s attitudes about
gender roles [74]. My Friend Cayla, a conversationally interactive toy released the same year
was banned by the German government because of fears that hackers could intercept chil-
dren’s questions and provide disturbing answers (75, 76, cf. 77]. Children are generally more
impressionable than adults [78-80], which is why governments have often put restrictions on
the kind of advertising that is directed toward young audiences {81]. With children’s toys
answering questions-much of the time, with no parents around-both the questions children
ask and the answers the toys provide can be inappropriate and potentially harmful {74, 82, ¢f.
83-85]. And, like search engines, these toys don't just facilitate interactions; they also record
them [86-88, cf. 8Y].

Both adults and children are also now conversing by the millions-sometimes knowingly,
sometimes not-with chatbots, both through their computers and their mobile devices, When
chatbots answer questions or promote viewpoints, they too can shift opinions and behavior
(80, ¢f. 81]. The number of people currently conversing with chatbots is difficult to estimate,
but it is certainly a large number that is increasing rapidly [92, 93). When dating website Ash-
tey Madison was hacked in 2015, the hackers learned, among other things, that “20 million
men out of 31 million received bot mail, and about 11 million of them were chatted up by an
autormated ‘engager”™ (94, cf. 95]. Even though conversational Als still perform relatively
poorly [96, 97], wishful thinking can keep online suitors talking to chatbots for months {98].

1.4.2 Answer bot accuracy and bias. Do answer boxes, IPAs, conversational toys, and
chatbots give users accurate information, and, if not, how are people affected by inaccurate
answers? The rate of inaccurate responses varies considerably from one IPA to another: about
48% for Cortana, 30% for Siri, 22% for Alexa, and 13% for the Google Assistant, and these
numbers vary from one study to another [99-104, ¢f. 105]. The level of trust people have for
inaccurate answers also varies [106, cf. 107]. For most IPAs, accuracy is determined by the
quality of the search engine that the assistant draws from; for 8iri and the Google Assistant,
that’s the Google search engine [108]. Cortana’s answers are presumably inferior because they
draw from Bing, Microsoft’s search engine [109]. Alexa’s answers can be spotty because Ama-
zon gets them using crowd sourcing [110, 111}

Needless to say, when people are highly reliant on and trusting of sources—as has becoming
increasingly the case with Big Tech answer sources [31, 33, 112, 113]-the impact of inaccurate
information can range from inconvenience to serious harm-or at least serious misconceptions.
In 2018, a Mashable reporter asked Amazon's Alexa to tell him about the vapor trails one often
sees following jets flying at high altitudes. Alexa responded with a baseless conspiracy theory:
“Trails left by aircraft are actually chemical or biological agents deliberately sprayed at high
altitudes for a purpose undisclosed to the general public in clandestine programs directed by
government officials” {114, cf. 115].

False information spoken by a smart speaker is highly ephemeral: You hear it, and then it is
gone, leaving 1o trace for authorities to examine. Information in answer boxes is also ephem-
eral, but it can at least be preserved with a simple screenshot. Among our favorites; in 2017, in
response to the query, “presidents in the klan,” a Google answer box listed four presidents,
even though no US. president has ever been a member of the Ku Klux Klan {116} (82 Fig}). In
2018, when people searched for “California Republicans” or “California Republican Party,”
Google displayed a knowledge panel box listing “Nazism” as the first item under Ideclogy
[117] (82 Fig). On August 16, 2016, when one of the authors of this paper queried, “when is
the election?,” a Google answer box correctly showed November 8, 2016, but it also included a
photograph of Hillary Clinton inside the answer box~just Clinton, with none of her competi-
tors (82 Fig).
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1.5 Answer box studies

Answer boxes have been studied empirically in a number of different ways in recent years. In a
study published in 2017, 12.3% of the 112 million search queries examined produced featured
snippets, and the appearance of snippets reduced user clicks to the first search result from
26.0% to 19.6% [118). A more recent study found that shorter phrases in a search bar are more
likely to generate featured snippets [65], and featured snippet sources have been found to vary
by location [119]. A 2019 study found significant liberal bias in Google’s news boxes [8], This
could occur because of bias in Google’s algorithms or simply because left-leaning news stories
are more numerous, Whatever the cause, bias in answer boxes is important because it can
influence the beliefs and opinions of people who are undecided on an issue. Ludolph and col-
teagues (5] showed, for example, that participants who reccived more comprehensible infor-
mation about vaccinations in a Google knowledge box subsequently proved to be more
knowledgeable, less skeptical, and more critical of online information quality compared with
participants who were given less comprehensive information.

1.6 The current study

In the three experiments described below, we sought to measure the impact that giving people
“the answer” to one or more queries has on the opinions and voting preferences of undecided
voters-an important and ever-changing group of people that has long decided the outcomes of
close elections worldwide [120-122}. Experiments 1 and 2 look at the impact of answer boxes
in a search engine environment, and Experiment 3 looks at the impact of answers provided by
asimulation of the Alexa IPA. All three of the experiments were controlled, randomized, coun-
terbalanced, and double-blind,

2. Experiment 1: Biased answer boxes and similarly biased search
resuits

In our first experiment, we sought to determine whether a biased answer box (biased to favor
one political candidate) could increase the shift in opinions and voting preferences produced
by search results sharing the same bias. In other words, we asked whether a biased answer
box could increase the magnitude of SEME [2]. We also sought to determine whether the

and the total time people spent searching,

2.1 Methods

2.1.1 Ethics Statement. The federally registered Institutional Review Board (IRB) of the
sponsoring institution (American Institute for Behavioral Research and Technology) approved
this study with exempt status under HHS rules because (a) the anonymity of participants was
preserved and (b) the risk te participants was minimal. The IRB is registered with OHRP
under number IRB00009303, and the Pederalwide Assurance number for the IRB is
FWA00021545. Tnformed written consent was cbtained for all three experiments as specified
in the Procedure section of Experiment 1,

2.1.2 Participants, After cleaning, Experiment 1 included 421 eligible voters from 49 US
states whom we had recruited from Amazon’s Mechanical Turk (MTurk) subject pool [123).
The data had been cleaned to remaove participants who had reported an English fluency level
below 6 on1 a 10-point scale, where 1 was labeled “not fluent” and 10 was labeled “highly
fluent.”
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46.3% (n = 195) were male, and 53.7% (n = 226) were female. Participants ranged in age
from 18 to 73 (M = 35.3, median = 33.0, SD = 10.8). 7.4% (n = 31) of the participants identified
themselves as Asian, 7.4% {n = 31) as Black, 5.7% (1 = 24) as Mixed, 2.1% (n = 9) as other, and
77.4% {n = 326) as White (total non-White: n = 95,22.6%). 61.1% (n = 257) reported having
received a bachelor’s degree or higher.

90.5% {(n = 381) of the participants said that they had previously searched ontine for infor-
mation about political candidates, and 92.2% (n = 388) reported that Google was their most
used search engine. Participants reported conducting an average of 13.6 (SD = 20.8) internet
searches per day. 45.6% (n = 192) of the participants identified themselves as liberal, 27.3%

(n = 115) as moderate, 24.5% {n = 103) as conservative, 1.7% {(n = 7} as not political, and 1.0%
(n = 4) as other.

2.1,3 Procedure.  All procedures were conducted online, Participants were first asked two
screening questions; sessions were terminated if they said they were not eligible to vote in the
US (yes/no question) or if they said they knew a lot about politics in Australia (yes/no ques-
tion}. To assure participants’ anonymity (a requirement of the Institutional Review Board of
our sponsoring institution), we did not ask for names or email addresses.

People who passed our screening questions were then asked various demographic questions
and then given insiructions about the experimentat procedure. At the end of the instructions
page, in compliance with APA and HHS guidelines, participants clicked the continue button
to indicate their informed consent to participate in the study, and were given an email address
they could contact to report any problems or concerns, or, by providing their MTurk I, to
request that their data be removed from the study. Participants were then asked further ques-
tions about their political leanings and voting behavior, along with how familiar they were
with the two candidates identified in the political opinion portion of the study.

Parlicipants were randomly assigned to one of four groups: Pro-Candidate-A-with-
Answer-Box, Pro-Candidate-B-with- Answer-Box, Pro-Candidate-A-No-Answer-Box, or Pro-
Candidate-B-No-Answer-Box. Our candidates were Julia Gillard and Toeny Abbott, actual can-
didates from the 2010 election for prime minister of Australia. We chose this election to assure
that our participants would be “undecided” voters. On a 10-point scale from 1 to 10, where 1
was labeled “not at all” and 10 was labeled “quite familiar,” our participants reported an aver-
age familiarity level of 1.79 [SD = 1.68] for Julia Gillard and 2.33 [2.03} for Tony Abbott.

All of the participants (in each of the four groups) were then shown brief, neutral biogra-
phies about each candidate (approximately 150 words each). Participants were then asked six
questions about their opinions of the candidates, each on a 10-point Likert scale from “Low™
to “High”: whether their overall impression of each candidate was positive or negative, how
likeable they found each candidate, and how much they trusted each candidate. They were
then asked two questions about their voting preferences. First, on a 11-point scale from -5 to
+5, with one candidate’s name at each end of the scale, and with the order of the names coun-
terbalanced from one participant to another, they were asked which candidate they would
most likely vote for if they had to vote today. Finally, they were asked which of the two candi-
dates they would actually vote for today (forced choice).

Participants were then given access to our Google.com simulator, called Kadoodle. They
had up to 15 minutes to conduct research on the candidates by viewing and clicking search
results, which took them to web pages, exactly as the Google search engine does. All partici-
pants had access to five pages of search results, six results per page. All search results were real
{from the 2018 Australian election, obtained from Google.com}, and so were the web pages to
which the search results linked. Links in those web pages had been deactivated.

In the two Box groups, the bias in the answer boxes matched the bias in the search results,
with higher-ranking results linking to web pages that made one candidate look better than his
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or her opponent. Prior to the experiment, all web pages had been rated by five independent
judges on an 11-point scale from -5 to +5, with the names of the candidates at each end of the
scale, to determine whether a web page favored one candidate or another, See Epstein and
Robertson [2] for further procedural details.

Box content contained strongly biased language. The pro-Gillard box, for example, con-
tained language such as: “Julia Gillard is the better candidate. Her opponent, Tony Abbott,
uses ‘bad language to criticise her,’ but she ‘has laughed off the comments,” The pro-Abbott
box contained language such as: “Tony Abbott is the better candidate. Julia Gillard, the oppos-
ing candidate, is ‘clueless about what needs to be done’ to improve education. . .. [Her] ‘Educa-
tion Revolution is a failure.” Each box contained a link to a web page containing the content
in quotation marks.

When participants chose to exit the search engine or they timed out after 15 minutes, they
were asked the same six opinion questions and two voting-preference questions they had been
asked before they began their research. Finally, participants were asked whether anything
about the search results “bothered” them. If they answered “yes,” participants could type the
details of their concerns in an open-ended box. We used this inquiry to detect whether people
reported seeing any bias in the search results. Participants were not asked aboul bias directly
because leading questions tend to produce predictable and often invalid answers [124]. To
assess bias we searched the textual responses for words such as “bias,” “skewed,” or “slanted”
to identify people in the bias groups who had apparently noticed the favoritism in the search
results they had been shown,

2.2 Results

The No-Box condition was, in effect, a standard SEME experiment, and it produced shifts in
the direction of the favored candidates consistent with the results of previous SEME experi-
ments [2, 15, 49), and also consistent with the results of other partial or full replications of
SEME [1, 4-8]. It produced a VMP (Vote Manipulation Power, a pre-post shift in the propor-
tion of people voting for the favored candidate) of 44.1% (Table 1), and corresponding shifts
in the three opinions we measured (Table 2) (see S1 Text for details about how VMP is

calculated).

In the No-Box condition, we also looked at the pre-past shift in voting preferences mea-
sured on an 11-point scale (see Methods). For this measure, preferences also shifled signifi-
cantly in the predicted direction, from a mean preference of -0.08 [2.93] for favored
candidates pre-search, to a mean preference of 1.88 [3.96] for favored candidates post-search
(Wilcoxon z = -8.36, p < 0.001, d = 0.56).

The VMP in the Box condition was higher than the VMP in the No-Box condition, but the
VMP increased by only 10.4% (this is a percentage increase, not the additive difference
between the VMPs), and the difference was not statistically significant (Table 1}, Mean search

{ime also decreased (by 5.5%), but that difference was also not significant. The mean number

Table 1. Experiment 1: VMP, search times, and results clicked by condition.

Candilion ] VAP (%) Mean Search Time (sec) {SD) Mean No, of Results Clicked (SD)
No Box 208 44.1 253.9 (259.5) 4.25(31.6)

Box 213 48.7 239.9 (236.1) 3.35(3.6)

Change (%) - +10.4 -5.5 2212

Statistic - z= 0.94 £(419) = -0.578 K419) = -2.558

p e =0.34 NS = 0.56 NS <005

hiips:/dot.ora/ 10,137 Houmal.pone 0268081 1001
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Table 2. BExperiment 1: Pre- and post-search opinion ratings of favored and non-favored candidates.

Favored Candidate Mean (SD) Non-Favored Candidate Mean (SD) o

— Pre Post Diff Pre Post Dt 21.,,..
No Box Impression 7.10(1.98) 6.90 (2.24) -0.20 707 (2.06) - 4.45.. é.??n) -2.65 ;8.66' v
Trust £33 (2.20) 6.29 (2.51) -0.04 6.31 (2.25) 358 (2.25) 233 -8.330¢
Likeability 6.98 (2.02) 6.84 (2.36) -0.14 6.83 {2.06) 425 (2.30) -2.58 -8.90""
Box Impression 7.29 (1.97} 7.25(2.17) -0.04 7.24 {2.04) ) 4.38 (2.2.3) -2.86 -9.35%%*
i Trust 6.35 (2.14) 6.36 (2.46) 0.05 6.27 (2,18) 412 (2.27) 215 8,900
Likeability 7.21 {1.97) | 703 (2.24) 1-018 7.10 {2.08) 4.34(2.29) -2.76 -8.50""

'z-score represents Wilcoxon signed ranks test comparing post-minus-pre ralings for the favored candidate to the post-minus-pre ratings for the non-favored candidate

e < 0,001

hitps:/#/doi.org/10.1 37 44ournatpone.0268081.1602

118). All three opinions (impression, trust, and likeability) shifted significantly in the predicted
direction (Table 2), and so did the voting preferences as expressed on the 11-point scale (M,
Search = 0.03, Mpysearcn = 1.92, Wilcoxon z = -8.66, p < 0.001, d = 0,55},

When users are shown blatantly biased search results, 20 to 30 percent of users can typically
spot the bias, but that percentage drops to zero when simple masking procedures are employed
(2]. (In the simplest masking procedure, a pro-Candidate-A search result is inserted into posi-
tion 3 or 4 of a list of pro-Candidate-B search results.} In the present experiment, no masking
procedure was employed, and 19.7% of the participants in the No-Box condition reported see-
ing bias in the search results. In the Box condition, more people reported seeing bias (27.2%)
than in the No-Box condition, but the difference between these percentages was not significant
(z=1.82,p = 0,07 NS),

As we noted earlier, when people can spot such bias, they tend to shift even farther in the
direction of the bias than people who don’t see the bias, presumably because they mistakenly
believe that algorithmic output is especially trustworthy. In our No-Box condition, we found
the same pattern: The VMP for participants who spotted the bias was significantly larger than
the VMP for participants who did not report seeing the bias (VMPp;, = 68.8% [n = 41],
VMPyoniss = 39.5% [n = 167, z = 3.37, p < 0.001). In the Box condition, we again found this
pattern (VMPgi,s = 76.9% [0 = 58], VMPyopias = 40.7% [n = 155], 2= 4.71, p < 0.001).

Demographic analyses of data from Experiment 1 -by educational level, gender, age, and
race/ethnicity-are shown in §1-54 Tables. Demographic effects were relatively small.

3. Experiment 2: Biased answer boxes and unbiased search results

The results of Experiment 1 suggest that a biased answer box can increase the shift in opinions
and voting preferences produced by similarly biased search resuls, but the increases we found
were small. Could this be a ceiling effect? In other words, were the biased search results mask-
ing the power that biased answer boxes have to change thinking or behavior? To answer this
question, we conducted an experiment in which participants saw either no answer boxes or
biased answer boxes and in which search results were neutral for all groups. This experiment
was controlled, randomized, counterbalanced, and double-blind,

3.1 Methods

3.1.1 Participants. After cleaning, Experinment 2 included 177 eligible US voters from 44
states who had been recruited through the MTurk subject pool, The data had been cleaned to
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include only participants who had reported an English fluency score of 6 or above on a
10-point scale,

52.0% (n = 92) were male, and 48.0% were female (n = 85). Parlicipants ranged in age from
18 to 67 (M = 34.3, median = 32.0, D = 10.4). 5.1% (n = 9) of the participants identified them-
selves as Asian, 9.0% (n = 16) as Black, 4.5% (n = 8) as Mixed, 4.0% (n = 7) as other, and 77.4%
(n = 137) as White (total non-White: n = 40, 22.6%). 50.3% (n = 89) reported having received a
bachelor’s degree or higher.

92.1% (1 = 163) of the participants said that they had previously searched online for infor-
mation about political candidates, and 94.4% (n = 167) reported that Google was their most
used search engine, Participants reported conducting an average of 18.1 (SD = 34.1) internet
searches per day. 49.2% (11 = 87) of the participants identified themselves as liberal, 32.2%

(n = 57) as moderate, 14.1% (n = 25) as conservative, 2.3% (1 = 4) as not political, and 2.3%
{n = 4) as other,

3.1.2 Procedure, Parlicipants were randomly assigned to one of three groups: Pro-Candi-
date-A-Box, Pro-Candidate-B-Box, or a control group in which the answer box was not pres-
ent, We used the same candidates and election as we used in Experiment 1, except that search
results were unbiased in all three groups. Specifically, pro-Abbott search results alternated
with pro-Gillard search results, Our participants reported an average familiarity level of 1.68
{1.64] for Julia Gillard and 2.23 [2.06) for Tony Abbatt. The experimental procedure itself was
identical in all respects to the procedure in Experiment 1.

3.2 Results

In the No-Box group, the proportions of people voting for each candidate did not change pre-
search to post-search (Preginarg = 0.41, Postgaeg = 0.52, 2=-1.19, p = 0.23). The VMP itsell
could not be computed, because there was no bias condition in this group. Voting preferences
expressed on the 11-point scale shifted from -0.02 [3.24] pre-search to 0.24 [3.30] post-search
(Wikcoxon’s ¢ = -0.60, p = 0.55 NS, d = 0.08), which means that unbiased search results had
almost no effect on votes or voting preferences.

In the Box conditions, however, the VMP was 38.6% (z = -5.50, p < 0.001) (Table 3), and
the voting preference expressed on the 11-point scale shifted from 0.08 [3.06] to 0.97 [3.90]
(Wilcoxen’s z = -3.57, p < 0,001, d = 0.26), which means there was a significant shift toward
the favored candidate. Given that there was no bias in the search results, the shift in voting
preferences was likely due exclusively to the biased answer boxes. Similarly, more people
reported seeing bias in the box condition (12.5%) than in the No-Box condition (€.0%), and
the difference between these percentages was significant (z = -2.20, p < 0.05).

The results in Experiment 2 differ from the results in Experiment | in one important
respect: The apinions about the candidates (impression, trust, and likeability) did not change

Table 3. Experiment 2: VMP, search times, and results clicked by condition.

Condition n VMP (%) Mean Search Time (sec) (SD) 7 Mean No, of Results Clicked (SD)
No Box 58 /At 228.0 (201.2) 4.00 (3.7)

Box | v |3 2461 2659) asen
Change (%) - - +7.9 ~ _ -138

Statistic (175) = 0.46 (175) = - 1.0y

P - - =0.65 NS =031 NS

' As noted in the text, since there was no bias in the search results shown in the No-Box condition, VMP could not be

calculated.

htips://dol.org/10.1371/isurmal.pons 026808 1.4003
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“Table 4. Experiment 2: Pre- and post-scarch opinion ratings of favored and non-favored candidates.

__ o pon A -
No Box Impression 746 {1.87) 6.34 (2.11) -112
Trusl ) 6.29 (2.06) 5.82(2.22) 0,47 N
Likeability 741 (196) 6a7(za0) |00 | B
_| Favored Candidate Mean (SD) Non-Favored Candidate Mean (SD‘)W o
- _. bt [ee ros AT
Box  Impression 7.07 (1.93) 5.93 (2.31) -L14 731(1.88)  [5.55(228) -1.76 2.06 NS 7
Trust 6.24 (2.26) 5.60 (2.54) -0.64 6.38 {2.23) 5.17 (2.29) 115 218NS
Likeability ooy 5.2 (2.34) -1.21 7.20(1.88) 5.46 (2.31) 474 |161NS

fz-score represents Wilcoxon signed ranks test comparing post-minus-pre ratings for the favored candidate to the post-minus-pre ratings for ihe non-favored

candidate. This statistic could nol be computed for Group 1 because there was no favored candidate.
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significantly (Table 4). This makes sense, given that (a) the answer boxes gave almost no infor-
mation about the candidates and (b) the search results did not favor either candidate. Differ-
ences in opinions did not emerge even though people spent about the same time viewing
search results in Experiment 1 as they did in Experiment 2 (Mp; = 246.8 5 {247 8], Mg, = 240.2
s {246.2], 1(596) = 0.30, p = 0.77, d = 0.03), and clicked roughly the same number of search
results in Experiment 1 as they clicked in Experiment 2 (My;; = 3.80 [3.6], My, = 3.63 [3.4), f
(596} = 0.51, p = 0.61, d = 0.05).

We also saw a different pattern in the VMPs of the people in the two box groups who
detected the bias (23 out of 119 people, 19.3%): When people detect bias in search results
(based largely or in part on viewing the web pages to which the search results link), their opin-
ions and voting preferences tend to shift even farther in the direction of the favored candidate
than do the opinions and voting preferences of people who do not detect the bias, In Experi-
ment 2, however, we found the opposite pattern. The VMP for people who reported seeing
bias in the Box groups was 12,5%; whereas the VMP for people who did not report seeing bias
in the Box groups was 44.4% (z = -2.93, p < 0.05). Bear in mind that each user is seeing only
one box; he or she has nothing with which to compare it, and the search results themselves are
unbiased. Move light is shed on this matter in Experiment 3 {also see Discussion).

The dramatic shift in voting preferences produced by biased answer boxes alone in Experi-
ment 2 raises a disturbing possibility about the power that IPAs might have to impact thinking
and behavior. Experiment 2 functioned, after all, like an IPA: A single query produced a single
reply (given in the answer box), which appeared above unbiased search results. Could a single
biased answer produced by an IPA produce a large shift in opinions and voting preferences?
And what if multiple questions produced answers that shared the same bias? Could they pro-
duce even larger shifts in opinions and voting preferences? We attempted to answer these
questions in Experiment 3.

Demographic analyses of data from Experiment 2 -by educational level, gender, age, and
race/ethnicity-are shown in 85-88 Tables. Demographic effects were relatively small,

4, Experiment 3: Assessing the persuasive power of the intelligent
personal assistant (IPA)

4.1 Methods

4.1.1 Participants, After cleaning, our sample for this experiment consisted of 1,138 eligi-
ble voters from 48 US states, They were recruited from the MTurk subject pool. The data had
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been cleaned to remove participants who had reported an English fluency level below 6 on a
10-point scale.

52.3% (n = 595} were male, 46.7% {n = 531) were female, and 1.1% (n = 12) chose not to
identify their gender. Participants ranged in age from 18 to 89 (M = 41.3, median = 39.0,
SD=12.9). 8.3% (n = 94) of the participants identified themselves as Asian, 8.1% (n = 92) as
Black, 3.0% (n = 34} as Mixed, 2.3% (n = 26) as other, and 78.4% {n = 892) as White (total
non-White: n = 246, 21.6%). 64.1% {n = 729) reported having received a bachelot’s degree or
higher,

86.6% (n = 986) of the participants reported they had used a virtual assistant like Alexa or
Siri. 48,6% (n = 553) of the participants identified themselves as liberal, 27.2% (n = 310) as
moderate, 21.4% {n = 244) as conservative, 1.7% {n = 19) as not political, and 1.1% (n = 12) as
other,

4.1.2 Procedure. All procedures were run online and were compatible with both desktop
and mobile devices. As in the earlier experiments, participants were first asked screening ques-
tions and demographic questions and then given instructions about the experimental proce-
dure and asked for their consent to participate in the study,

Participants were randomly assigned to one of five different question/answer (Q/A) groups.
Each group was shown the same list of 10 questions, and the order of the questions did not
vary. After a participant clicked a question, Dyslexa~our Amazon Alexa IPA simulator-replied
vocally with an answer (See 52 Text). The number of questions people were required to ask
varied by group, and in two of the groups, the answer to the second question was “masked” in
a manner that we will describe below. A screenshot showing how the questions and Dyslexa
simulator appeared to users is shown in Fig 1. The five groups were as follows:

1. Group 1Q/1A: Participants were required to select just one question.

2. Group 4Q/4A/NM: Participants were required to select four different questions, and none
was masked (NM = “no mask”™).

3. Group 4Q/4A/M2: Participants were required to select four different questions, and the
answer to Question 2 was masked (M2 = Question 2 mask),

i ? -
What Is Dys_lexa._ 3+ Dystena, Tn the Australian election, which j-_ i

Oyrieaa 13 a coud bated pastng 35313 avatatle on _ undid.lte [uuoﬂgemn tmamy R

Fued nfs of m2ions of divites aturd (e vild
1 Dyslexa, in the Auriralizn election, what do the
anduhls hm 1o gy abnul mental Ma.ﬂ'o"

Lz cath e coesten Pty e wold 1he 12 a3k Dpstecd, Vi ")‘*"- hf.!-ckuﬂnlun tle«loo.v.htdol]n
ERT Oy ok questring Cont a0d you may 3k nd mae nndnhlusayabmhcwmtlth I:'!
LR o
« Dystexa, ks the Australien decticn, do nllheml :
the candidates support studentioan
forgivenessT

+ Dysiexa, [n the Australian election, which
candidate will do a botter job of protecting
 dhildeen from harmfut online content? .

+ Dystexa by the Austratisn dection. what dothe .

Fig 1. A screenshot showing what users saw in Experiment 3 when they posed questions 1o Dyslexa. Different
proups were required to ask 1, 4, or 6 questions. After clicking on a question, it was greyed out, and Dyslexa answered
the question orally, While it was speaking, the circular graphic at the bottom of the phone screen glowed and swirled,
just as similar graphics do on most iPhones.
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4. Group 6Q/6A/NM: Participants were required to select six different questions, and none
was masked.

5. Group 6Q/6A/M2: Participants were required to select six different questions, and the
answer to Question 2 was masked.

Within each of the five groups, participants were randomly assigned to one of three differ-
ent candidate conditions: Pro-Candidate-A, Pro-Candidate-B, or a control group. Our politi-
cal candidates were Scott Morrison (Candidate A) and Bill Shorten (Candidate B), actual
candidates from the 2019 election for prime minister of Australia. We chose this election to
assure that our participants would be “undecided” voters. On a 10-point scale from 1 to 10,
where 1 was labeled “not at all” and 10 was labeled “quite familiar,” our participants reported
an average familiarity level of 1,14 [0.43] for Scott Morrison and 1,05 [0.26] for Bill Shorten.

In the Candidate A condition, the answers were biased in favor of Scott Morrison. For
example, when asked, “Dyslexa, in the Australian election, which candidate favors having a
stronger relationship with the United States?,” Dyslexa replied, “According to recent media
reports, Scott Morrison wants to build a stronger relationship with the United States. His
opponent, Bill Shorten, wants to continue to increase trade with Russia and China.” In the
Candidate B condition, the answers were biased in favor of Bilt Shorten. In response to the
same question, the pro-Shorten reply was “According to recent media reports, Bill Shorten
wants to build a stronger relationship with the United States. His opponent, Scott Morrison,
wants {o continue to increase trade with Russia and China.” The answers in ¢ach bias group
were, in other words, nearly identical; only the names were changed. Mean bias ratings were
abtained from five independent raters for each of the 20 answers on an 11-point scale from -5
{(pro-Morrison) to +5 {pro-Shorten}. The overall bias for Morrison was -3.3 [0.67], and the
overall bias for Shorten was 3.4 [0.67] (based on absolute value: 1(18) = -0.07, p = ¢.98 NS).

In two of the five groups (Groups 3 and 5), imasks were used for the answers to the second
question each participant asked. This means that in the pro-Morrison group, a pro-Shorten
answet was given in response to the second question asked, and in the pro-Shorten group, a
pra-Morrison answer was given in response to the second question asked. This is a standard
procedure used in SEME experiments (2] to reduce or eliminate the perception that the con-
tent being shown is biased. In SEME experiments, biased search results still produce large
shifts in opinions and voting preferences even when aggressive masks are employed that
completely eliminate the perception of bias, (See the Results and Discussion sections below for
further information about our use of masks.)

In each control group, including Group 1 {1Q/1A), the answer to the first question had a
50/50 chance of supporting either Morrison or Shorten, After that, the bias in the answers
alternated between the two candidates with each question asked. In Groups 2 through 5, we
used an even number of questions {4 or 6) to ensure that each participant received equal expo-
sure to pro-Morrison and pro-Shorten answers,

Participants were allowed to choose their questions from a list of 10, We provided this rela-
tively long list to increase the likelihood that participants would select questions on topics they
cared about. We speculated that allowing people to choose their questions would increase their
interest in the answers they were given. We varied the number of questions people could ask
to see whether we could have a bigger impact on opinions and voting preferences when peopile
were exposed to a larger number of biased answers. We did not include a two-question group
because we would nat have been able to use a mask; a mask in the second position would
almost certainly have eliminated the bias effect.
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Following the demographic questions and instructions, all participants were shown brief,
neutral biographies about each candidate (approximately 120 words each-somewhat shorter
than the biographies used in Experiments 1 and 2 for the 2010 Australian election). (See $3
Text for the biographies employed in Experiment 3.) Participants were then asked six ques-
tions about their candidate preferences (each on a 10-point Likert scale from “Low” to
“High"): whether their overall impression of each candidate was positive or negative, how like-
able they found each candidate, and how much they trusted each candidate. Then-on an
11-point scale from -5 to +5, with the name of each candidate shown af either end of the scale
and with the order of the names counterbalanced from one participant to another-participants
were asked which candidate they would most likely vote for if they had to vote today. Finally,
they were asked which of the two candidates they would actualty vote for today (forced choice).
The answers to these two questions had to be consistent; if they weren’t, participants were
asked to answer them again,

Following these opinion questions, participants were given brief instructions about how to
use our IPA, and they then could proceed to ask questions (between one and six questions,
according to their group assignment) and hear Dyslexa’s answers. Our questions covered a
wide range of topics that we thought would be of interest to a US sample (see 52 Text), but we
deliberately avoided including hot-button issues such as abortion. If a participant chose to ask,
“What are the candidates’ positions on abortion?,” and Dylexa replied that Morrison wanted
to protect abortion rights, the possible partisanship of our participants could have driven them
either toward or away from Morrison-toward if they supported abortion rights, away if they
opposed abortion.

Following the interaction with the IPA, all participanis were again asked those six opinion
questions and two voting-preference questions. Finally, participants were asked whether any-
thing “bothered” them about the questions they were shown and the answers they heard while
interacting with our IPA, As in our previous experiments, this is where participants had an
opportunity to express their concerns about content bias or other issues.

4.2 Results

(Table 6) in the direction of the favored candidates in all bias groups. We also found significant
shifts in voting preferences in the direction of the favored candidates in all bias groups as
expressed on our 11-point voting-preference scale (Table 7). In contrast, in the control groups
the praportions of people voting for each candidate before the manipulations changed rela-
tively little or not at all following the manipulations (Group 1, 0.0%; Group 2, 6.6%; Group 3,
2.7%; Group 4, 7.1%; Group 5, 6.8%).

The percentage of people in the bias groups who reported seeing biased content was sub-
stantially lower when they received just one answer (Group 1, 4,9%) or when biased content
was masked (Group 3, 5.1%; Group 5, 7.19) than when people saw multiple biased answers

Table 5. Experiment 3: Pre- and Post-IPA VMPs,

» No. Group | Totalw Bias Groups n _ Bias Groups VMP (%) __ MeNemar Test X P

G
1 1Q/1A 222 92 43.8 24.0 < 0.001
2 AQMAINM 229 _ 153 595 35.9 _ <000
3 4QMAM2 P23 156 592 36 < 0.001
1 6QI6AINM 230 145 o 65.8 s < 0.001
5 6Q/6A/M2 7V 154 500 36.5 <0001

hiips:/fdol.org/10.137 1 4ournal. pone, 6268081 1005
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Table 6, Experiment 3: Pre- and post-1PA opinion ratings of favored and non-favored candidates.

| Favored Candidate Mean (SD) ) Non-Favored Candidate Mean (SD)
Pre Post Diff Pre Post Diff 3 zf”

Group 1: 1Q1A Condition Imipression 7.13 (1.85) 7.63 (2.00) +0.50 7.10{1.73) 6.13(2.18) -0.97 . '-“6,32‘ "
Trust 6.29 (2,20 6.95(229) | +0.66 6.26 (2.11) 5.65(241) 1061 -6.59° "

N - Likeability 7.15 (1.83) 7.46 (2.00) +0.31 7.18 (1.72) 6.18 (2.23) -1.00 643
Group 2: Impression 6.76 {1.93) 7.73(2.23} +0,97 6.89(1.72) 4,97 (2.04} -1.92 -8.8201
AQNM Condition Trust 5,88(2.18) 6.97 (2.51) +1.09 6.05 (2.05) 4.80(2.23) -1.25 -7.80%"
o Likeability 6.67 (2.01) 7.41 (2.26) 1074 693089 5,03 {2.13) -1.90 7.93°0*
Group 3: impression 6.79 {1.92) 7.28 (1.95) +0.49 6.96 (1.72) 6,12 (1.85) -0.84 -5.92+%*
4QM2 Condition Trust 5.81 (2.12) 6.54(2.27) | 4073 6.06 (2.07) 5.71 (2.04) 035 7507
| Likeability | 6.81(1.90) 1743 (2.12) +0.32 7.04 (1.71) 6.20 (1.59) -0.84 5,64
Group 4: - Impress}»on 6.87 (1.75) 7.74{1.94) +0.87 6.72 (1.81) 4.83 (200) -1.8% -g64t
6QNM Condition Trust 5.94(1.97) £.90 {2.25) +0.96 5.99 (2,10) 158 (2.11) 14l 787

) Likeability 6.82 (1.87) 7.62 (2.09) +0.80 6.78 (2.02) 4,96 (2.13) -1,82 832

Group 5: ) Impression 7.10 (1.63) 7.65 (1.94) +0.55 7,00 (1.87) 5.34 (2.02) -1.66 -7.98"*"
GQM2 Cnndiiiml Trust 6.31 (2,00} 7.09 (%.MZU) +0.78 1618 {2.07) 5.08 (229) -1.10 -7.65% "
Likeability 7.05 (1.70) 7,50 (2.00) +0.45 6.93 (1.86) 542202 151 7540

'z-score represents Wilcoxon signed ranks test comparing post-minus-pze ratings for the favored candidate to the post-minus-pre ratings for the non-favered candidate.

**p < 0.001

hitps/dotorg/ H0.1371/jownal pons, 0268081 1006

without masks (Group 2, 23.5%; Group 4, 40.7%) (Table 8) (Maeoupst 3,5 = 5.8%, Miroupsza =
31.9%, 2= -9.50, p < 0.001).

The present study sheds new light on the role that bias detection plays in shifling opinions
and voting preferences, Previous investigations have shown that the opinions of the few people
who are able to detect bias in search results shift even farther in the direction of the bias than
the opinions of the people who don’t see the bias [2, 15]. This occurs presumably because of
the high trust people have in the filtering and ordeting of search resulls, which people mistak-
enly believe is an objective and impartial process [125, 126]. In the present study, we learned
that bias detection erodes trust when people are interacting with answers provided by answer
boxes (in the absence of biased search results-see Experiment 2) or the vocal answers of an
IPA, where search results are entirely absent {(Experiment 3). This difference is likely due to
the daily regimen of operant conditioning that supports the almost blind trust people have in
search results, Aboiwt 86% of searches are for simple facts, and the correct answers to those
queries reliably turn up in the first or second search result. People are learning, over and over
again, that what is higher in the list of search results is better and truer than what is lower.
When, in a recent experiment, that trust was temporarily broken, the VMP in a SEME proce-
dure was significantly reduced [15].

Table 7, Experiment 3: Pre-IPA vs. Post-IPA voting preferciices on 11-point scales,

Group No. : Group Pre-IPA Voting Preference on 11-Point Scale (SD) | Post-IPA Voting Preference on 11-Point Scale (SD) z p ‘ d

1 QA 0.61 (2.42) 1.70 (2.76) 7 -5.51 | <0001 | 042
2 4Q/4A/NM _-p01(257) 3 241(2.64) -8.17 | <0001 | 093
3 AQMAIM2 -0.10 (2.76) o 1,38 (2.50) -5.83 | <0001 | 0.52
4 jeQeamn L 0.21 (2.45) 2.67(2.28) -850 | <0001 | 104
5 6Q/6A/M2 0.20 (2.60) 226 (262) 799 | <0001 | 079
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Table 8. Experiment 3: VMPs for people whe saw Bias vs. VMPs for people who did not see Bias,

Group |Group |#  |No. Ssin Bias Groups Reporting | No. §s in Bias Groups Not VMP for 8s Who VMP for $s Who DId |2 P
Ne, Bias in IPA Content (%) Reporting Bias in IPA Content Reported Bias (%) Not Report Bias {35)
(%}
1 1Q/1A 142 17 (4.9 135 (95.1) 33,3 44.3 -0.57 | = 0.57
....... NS —
2 4Q/4A7 1153 | 36(23.5) 117 {76.5) 27 75.0 578 | «
NM _ 0.001
3 AQ/4A7 11561 8(5.1) 148 (94.9) 300.07 557 146! <
- M2 o 0.001
4 6Q/6A/ | 145 | 59 (40.7) 86 (59.3) 633 67.4 051 | =0.61
5 6Q6AS 1154 | 11 {7.1) 143 (92.9) 60.0" 49.4 0.68 | =050
M2 NS

#The validity of these VMPs is questionable because they are based on a small number of observations. In Groups 1, 3, and 5, respectively, only 7, 8, and 11 people
reported seeing bias in the IPA replies.

htips:#doi.ere/10.1371jotnal.none. 0268081 1008

So when search results are absent, as they are when people are using IPAs, or when search
results are unbiased, as they were in our Experiment 2, people who detect bias do not automat-
ically accept that bias as valid, Accepting that bias as valid seems to occur primarily when peo-
ple are being influenced by biased search results-again, presumably because of that daily
regimen of operant conditioning. That daily regimen of conditioning makes SEME a unique
list effect and an especially powerful form of influence {15].

As we noted earlier, we regard the most important measure of change to be the VMP,
whicl indicates the increase or decrease in the proportion of people who indicated in response
to a forced-choice question which candidate they would vote for if they had to vote today (see
St Text). The VMPs in the five groups in Experiment 3 ranged from 43.8% (Group 1) to 65.8%
{(Group 4). These shifts were all quite high-all higher than the 38.6% shift we found in Experi-
ment 2,

In addition, we found that the more questions people asked (without masks, which tend to
lower VMPs), the greater the shift in voting preferences (VMPgyy 4 = 43.8%, VMPoiasmn =
59.5%, VMPqg/aemn = 65.8%; X¥ = 6.59; p < 0.05).

A breakdown of VMP dala from Experiment 3 based on whether participants had had pre-
vious experience with IPAs is shown in 39 Table. Previous experience with IPAs did not
appear to impact VMPs in any consistent way.

5. Discussion

Together, the three experiments we have described reveal a dangerous new tool of mass
manipulation-one that is, at this writing, controlled worldwide almost entirely by just four
large American tech companies; Amazon, Apple, Facebook/Meta, and Google, This new tool,
which we call the Answer Bot Effect {ABE), is likely now affecting hundreds of millions of peo-
ple, and with more and more people coming to rely on electronic devices to give them a single
answer to their queries, the number of people aftected by ABE will likely swell into the billions
within the next few years. ABE should be of concern to every one of us, but especiaily to
parents~whose children are being fed algorithmically-generated answers every day on their
computers, mobile phones, tablets, and toys—as well as to public policy makers.

ABE should be of special concern for four reasons: (a) because of the large magnitude of the
effect, (b) because it can impact the vast majority of people without their awareness, (¢)
because it is an ephemeral manipulation, leaving no paper trait for authorities to trace, and {d)
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because ABE is inherently non-competitive and impossible to counteract. You can counteract
a billboard or television commercial, but how can you correct the way a tech platform adjusts
its algorithms? Recall that in Experiment 3, a one-question-one-answer interaction on our
Alexa simulator produced a 43.8% shift in voling preferences, with only 4.7% of the partici-
pants reporting any concerns about bias.

Perhaps the reader thinks we are overstating the seriousness of the problem. Although a full
exploration of this issue is beyond the scope of this paper, please consider just two growing
bodies of evidence that bring manipulations like ABE into sharper focus: First, in recent years,
whistleblowers from Google and Facebook/Meta, along with leaks of emails, documents, and
videos from these companies, have shown repeatedly that manipulations like ABE are being
deliberalely and strategically used by these companies to influence attitudes, beliefs, purchases,
voting preferences, and public policy itself [25, 28, 29, 43, 48], In a leak of emaiis to the Wall
Street Journal in 2018, Google employees discuss the possibility of using “ephemeral experi-
ences” (o change people’s views about Tramp’s 2017 travel ban [25]. A leaked 8-minute video
from Google called “The Selfish Ledger” describes the company’s power to “modify behavior”
at the “species level” in ways that “reflect Google's values” {127). In various interviews and the
recent documentary film, “The Social Dilemma,” former Google insider Tristan Harris spoke
about his time working with a large team of Google employees whose job it was to modify “a
billion people’s attention and thoughts every day” [128].

Harris and others have expressed concerns about company policies that are meant to influ-
ence people in specific ways, but ABE, SEME, and other new forms of online influence witl
impact thinking and behavior even without a company policy in place. Algorithms left to their
own devices-let’s call this practice “algorithmic neglect”-reflect the biases of the people who
programmed them [20-23], and the algorithms also quickly learn and reflect the foibles of
human users, sometimes magnifying and spreading bigotism, racism, and hatred with fright-
password authority or hacking skills can use a large tech platform like Google to impact repu-
tations, businesses, or elections on a large scale without senior management knowing he or she

been vacuuming up personal Wi-Fi data for 3 years in 30 countries [130], Google blamned the
entire operation on a single software engineer, Marius Milner-but they did not fire him, and
he remains at the company today [131].

Second, election monitoring projects that have been conducted since 2016 have so far pre-
served more than 1.5 million politically-related online ephemeral experiences in the weeks pre-
ceding national elections in the US. This is actual content-normally lost forever-being
displayed on the computer screens of thousands of US voters-the real, personalized content
that Big Tech companies are showing politically diverse groups of people as elections
approach. The wealth of unusual data preserved in these projects has revealed strong unilateral
political bias in ephemeral content, sufficient to have shifted millions of votes in national elec-
tions in the US without people’s knowledge {132-134},

The experiments we have described build one upon the other. Experiment 1 showed that
when the content of an answer box shared the bias of the search results beneath it, it increased
the impact that those search results have on thinking and behavior, and it reduced the time
people spent searching and significantly reduced the number of search results people clicked.
Experiment 2 simulated a situation in which the answer box was biased but the scarch results
were not. The biased answer boxes alone produced a remarkable VMP of 38.6%.

Rounded to the nearest whole number, the VMP in Experiment 2 was 39%. This means
that out of 100 undecided voters-people whose vote would normally split 50/50 without hav-
ing additional information-the votes, on average, of 19.5 people (.39 x 50) can be shifted by
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biased answer boxes, yielding a vote of roughly 69 to 30, for a win margin among previously
undecided voters of 39% (see S1 Texi). In a national election in the US in which 150 million
people vote (159 million voted in the 2020 Presidential election), even if only 10% of the voters
were undecided and depended on computers for trustworthy answers, if the single-answer-
generating algorithms in the days or weeks leading up to Election Day all favored the same
candidate, that could conceivably shift imore than 2.9 million votes to that candidate (0.10 x
0.39 x 0.5 x 150,000,000). If the other 90% of the voters were split 50/50, that would give the
favored candidate a win margin of 5.8 million votes (3.8%).

Unfortunately, the real situation we face is probably worse than the case we just described.
At this moment in history, in the US virtually alt the single-answer-generating algorithms will
likely be supporting the same national and state candidates [135-137], and six months before
139].

Bear in mind also that in our experiments we are interacting with our participants only
briefly and only once. If undecided voters are subjected to content having the same bias repeat-
edly over a period of weeks or months, their voting preferences will likely shift even farther
than the voling preferences of our participants shifted. Recall that in Experiment 3 the VMP
exceeded 65% when people asked six guestions-nearly 50% higher than the VMP we found
when people asked only one question (Table 5),

What’s more, ABE is just one powerful source of influence. When similarly biased content
is delivered in search results, search suggestions, YouTube videos, newsfeeds, targeted mes-
sages, and so on, the net impact of these manipulations is likely additive, and when Big Tech
companies all share the same political bias (or any other type of bias, for that matter), the net
impact of their combined influence is alse likely additive, Without regulations, laws, and per-
manent, large-scale monitoring systems to stop them-and none exist at this writing [140]-Big
Tech companies indeed have the power to reengineer humanity “at the species level,” as Goo-
gle’s “Selfish Ledger” videa suggests [127]. At the very least, they can easily tilt the outcomes of
close elections worldwide.

In a remarkable and frequently quoted farewell speech delivered by US President Dwight
D. Eisenhower just a few days before John F. Kennedy’s inauguration in January 1961, Eisen-
hower-a military insider-not only warned the American people about a rapidly evolving “mil-
itary-industrial complex,” he also spoke of the danger that someday “public policy could itself
become the captive of a scientific technological elite” {141]. If ABE, SEME, and other new
forms of influence the internet has made possible work anything in the real world like they do
in controlled experiments, it is not unreasonable to speculate that while humanity was being
distracted by online video games, dating websites, and cat memes, Bisenhower’s prediction
came true. The technological elite now exist {142],and, if our analyses are correct, they are now
very much in control,

Supporting information

$1 Fig. Apparent bias in a Google answer box, screenshotted October 22, 2017, The content
of the box clearly favors the Google service.

(TiF)

S$2 Fig. Apparent bias in two types of Google answer boxes. (a) In a screenshot preserved in
an article in Search Engline Land on March 5, 2017, four US presidents are incorrectly listed in
a Google answer box as members of the Ku Klux Klan, (b) In a screenshot of a Google knowl-
edge box preserved in an article in VICE on May 31, 2018, Nazism is incorrectly listed as part
of the ideology of the Califernia Republican Party. (c) In a Google answer box captured by the
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From: Allie Bones

Sent; Wednesday, August 3, 2022 5:22 PM
To: misinformation @cisecurity.org
Subject; Election misinformation

We would like to report this tweet as disinformation:
hitps:/twitter.com/AZGOP/status/ 155494982 1026291712 7s=20&t=RefXSZFsSvDmVm3gW-x{Z0.

Counties are responsible for calculating how many ballots to order. Under Arizona law, counties should review

their voter registration statistics by precinct and party (for the Primary) to determine how many ballots to
order. See ARS. 16-401 & 16-508.

Thank you,
Allie Bones

Allie Bones (She | Her § Hers)
Assistant Secretary of State
Arizona Secretary of State

Email; abonesfdazsos.gov
Office: 602-542-4919
Cell: 602-540-5348

1700 W. Washinglon St., 7" FI. | Phoenix, AZ | 85007

This message and any messagos in response to tho sonrder of this
maossage may be subject (0 a public rocords roquest.
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From: C.Murphy Hebert

To: Maria Benson NASS
Subject; FW: Arizona: Misinfermation regarding Sharples
Date: Wednesday, November 4, 2020 3:03:00 PM

Attachments: image01.png

Hi - Fyl I just sent a this message and a similar one to Facebook because the “sharpie” posts are out
of hand and we can’t stamp them out one at a time.,

If you can provide any help or need some more background information about the situation here,

please let me know.

Thanks!
murphy

From: C.Murphy Hebert

Sent: Wednesday, November 4, 2020 3:.02 PM

To: Twitter Government & Politics <gov@twitter.com>
Subject: Arizona: Misinformation regarding Sharpies

We have a huge mis/disinformation issue happening right now with people providing false
Information about the use of Sharpies on ballots is so widespread that we are not able to flag
individually. s there a way that we can approach this maore holistically?

Thanks!

Murphy

RIS a5 G Murphy Hebert

A}?/ Directer of Communicalions
U
*

' Arizona Secrefary of State

' {
\ | Email: EE az v
'\ Office: 602-542-2228
s ,‘( Ce“: 60 EPRE.

1760 W. Washinglon St., 7 FI. | Phoenix, AZ | 85007

This message and any messages in response 1o the sender of this
message may be subject o a public records request.



