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AN ACT

AMENDING SECTION 18-104, ARIZONA REVISED STATUTES; REPEALING SECTION
18-105, ARIZONA REVISED STATUTES; AMENDING SECTIONS 18-121, 41-4252,
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ARIZONA REVISED STATUTES; AMENDING TITLE 41, CHAPTER 41, ARIZONA REVISED
STATUTES, BY ADDING ARTICLE 3; RELATING TO INFORMATION TECHNOLOGY.
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Be it enacted by the Legislature of the State of Arizona:

Section. 1. Section 18-104, Arizona Revised Statutes, is amended to
read:

18-104. Powers and duties of the department; violation;

classification

A. The department shall:

1. Develop, implement and maintain a coordinated statewide plan for
information technology. This includes:

(a) Adopting statewide technical;— AND coordination anmd——seCurity
standards for information technology.

(b) Serving as statewide coordinator for information technology
resources.

(c) Developing a statewide disaster recovery plan, IDENTIFYING
RISKS IN EACH BUDGET UNIT AND DIRECTING AGENCIES TO ADOPT RISK MITIGATION
STRATEGIES, METHODS AND PROCEDURES TO MINIMIZE THE RISKS.

(d) Developing a 1ist of approved department projects by priority
category.

(e) Developing a detailed 1list of information technology assets
that are owned, Teased or employed by this state.

(f) Evaluating and either approving or disapproving budget unit
information technology plans. Budget wunits shall submit information
technology plans that idinclude quality assurance plans and disaster
recovery plans to the department each year on or before May 15. The
legislative and judicial departments of state government shall submit
information technology plans on or before September 1 for information
purposes.

(g) Evaluating specific information technology projects relating to
the approved budget unit and statewide information technology plans IN
CONSULTATION WITH THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE IN
THE ARIZONA DEPARTMENT OF HOMELAND SECURITY. The department shall approve
or reject projects with total costs of at least $25,000 but not more than
$1,000,000 and may establish conditional approval criteria, including
procurement purchase authority. If +the total project «costs exceed
$1,000,000, the department shall evaluate the project and make
recommendations to the information technology authorization committee. If
the total project costs exceed $5,000,000, the department shall require
the budget unit to contract with an independent third party to review and
guide the technology approach, scope, estimated cost, timeline for
completion and overall feasibility of the project before making
recommendations to the information technology authorization committee. On
or before the thirtieth day following the 1last day of each calendar
quarter, the budget unit shall submit a report from the independent third
party to the information technology authorization committee and the joint
legislative budget committee regarding the progress of each ongoing
project. As part of a budget request for an information technology
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project that has total costs of at Teast $25,000, a budget unit shall
indicate the status of review by the department. Projects shall not be
artificially divided to avoid review by the department.

2. Require that budget units incorporate a life-cycle analysis into
the information technology planning, budgeting and procurement processes.

3. Require that budget units demonstrate expertise to carry out
information technology plans, either by employing staff or contracting for
outside services.

4. Monitor information technology projects that the department
considers to be major or critical, 1including expenditure and activity
reports and periodic review.

5. Temporarily suspend the expenditure of monies if the department
determines that the information technology project is at risk of failing
to achieve its intended results or does not comply with the requirements
of this section.

6. Continuously study emergent technology and evaluate its impact
on this state's system.

7. Advise each budget unit as necessary and report to the committee
on an annual basis.

8. Provide to budget units information technology consulting
services it deems necessary, either directly or by procuring outside
consulting services.

9. Maintain all otherwise confidential information received from a
budget unit pursuant to this section as confidential.

10. Provide staff support to the committee.

11. Subject to section 35-149, accept, spend and account for
grants, monies and direct payments from public or private sources and
other grants of monies or property to conduct programs that it deems
consistent with the government information technology purposes and
objectives of the department.

12. Adopt rules it deems necessary or desirable to further the
government information technology objectives and programs of the
department.

13. Formulate policies, plans and programs to effectuate the
government information technology purposes of the department.

14. Advise and make recommendations to the governor and the
legislature on all matters concerning its objectives.

15. Contract and enter 1into interagency and intergovernmental
agreements pursuant to title 11, chapter 7, article 3 with any public or
private party.

16. Have an official seal that shall be judicially noticed.

17. Establish an interactive online directory of codes, rules,
ordinances, if available electronically, and statutes to assist
individuals and businesses with regulatory requirements and obligations.
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As provided in this paragraph, counties, municipalities and budget units
shall submit information in a manner and format prescribed by the agency.

18. MANAGE ENTERPRISE-LEVEL INFORMATION TECHNOLOGY INFRASTRUCTURE,
EXCEPT THAT THE INFORMATION SECURITY AND PRIVACY OFFICE IN THE ARIZONA
DEPARTMENT OF HOMELAND SECURITY SHALL MANAGE THE INFORMATION SECURITY
ASPECTS OF THE INFRASTRUCTURE.

19. DEVELOP STRATEGIES TO PROTECT THE INFORMATION TECHNOLOGY
INFRASTRUCTURE OF THIS STATE AND THE DATA THAT IS STORED ON OR TRANSMITTED
BY THE INFRASTRUCTURE.

20. TEMPORARILY SUSPEND ACCESS T0 INFORMATION TECHNOLOGY
INFRASTRUCTURE WHEN DIRECTED BY THE ARIZONA DEPARTMENT OF HOMELAND
SECURITY AND CONSULT WITH THE ARIZONA DEPARTMENT OF HOMELAND SECURITY
REGARDING SECURITY POLICIES, STANDARDS AND PROCEDURES.

B. The department shall advise the judicial and Tlegislative
branches of state government concerning information technology.

C. The department may examine all books, papers, records and
documents in the office of any budget unit and may require any state
officer of the budget unit to furnish information or statements necessary
to carry out this chapter.

D. The director, any member of the director's staff or any employee
who knowingly divulges or makes known in any manner not permitted by law
any particulars of any confidential record, document or information is
guilty of a class 5 felony.

Sec. 2. Repeal

Section 18-105, Arizona Revised Statutes, is repealed.

Sec. 3. Section 18-121, Arizona Revised Statutes, 1is amended to
read:

18-121. Information technology authorization committee;

members; terms; duties; compensation; definition

A. The information technology authorization committee is
established consisting of the following members:

1. One member of the house of representatives who is appointed by
the speaker of the house of representatives and who shall serve as an
advisory member.

2. One member of the senate who is appointed by the president of
the senate and who shall serve as an advisory member.

3. Four members from private industry who are appointed by the
governor pursuant to section 38-211, or their designees, and who are
knowledgeable in information technology.

4. One local government member and one federal government member
who are appointed by the governor and who shall serve as advisory members.

5. Two members who are directors of state agencies and who are
appointed by the governor, or their designees.

6. The administrative director of the courts or the director's
designee.
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7. The director of the department of administration or the
director's designee, who shall be the chairperson of the committee but for
all other purposes shall serve as an advisory member.

8. Two members from either private industry or state government who
are appointed by the governor, or their designees.

9. The staff director of the joint legislative budget committee, or
the staff director's designee, who shall serve as an advisory member.

10. THE STATEWIDE CHIEF INFORMATION SECURITY OFFICER OR THE
OFFICER'S DESIGNEE.

B. Committee members who are from private industry serve two-year
terms. The other members serve at the pleasure of their appointing
officers.

C. For all budget units and the legislative and judicial branches
of state government, the committee shall:

1. Review established statewide information technology standards
and the statewide information technology plan.

2. Review the minimum qualifications established by the director
for each position authorized for the department for information
technology.

3. Approve or disapprove all proposed information technology
projects, including project changes and contract amendments, that exceed a
total cost of ome—mittiom dotiars $1,000,000, excluding public monies from
county, municipal and other political subdivision sources that are not
deposited in a state fund. The committee shall also approve or disapprove
any proposed information technology project involving more than one budget
unit if the collective total development cost of the project is expected
to be more than ome—mittiomr—dottars $1,000,000. As part of a budget
request for an information technology project that has total costs of more
than omemHomdottars $1,000,000, a budget unit and the legislative and
judicial branches of state government shall indicate the status of review
by the committee. Projects shall not be artificially divided to avoid
review by the committee.

4. Develop a report format that incorporates the 1life-cycle
analysis for use in submitting project requests to the committee.

5. Require expenditure and activity reports from a budget unit or
the legislative or Jjudicial branch of state government on implementing
information technology projects approved by the committee.

6. Conduct periodic reviews on the progress of implementing
information technology projects approved by the committee.

7. Monitor information technology projects that the committee
considers to be major or critical.

8. Temporarily suspend the expenditure of monies if the committee
determines that the information technology project is at risk of failing
to achieve its intended results or does not comply with the requirements
of this chapter.
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9. Hear and decide appeals made by budget units regarding the
department's rejection of their proposed information technology plans or
projects.

10. Report to the governor, the speaker of the house of
representatives, the president of the senate and the secretary of state at
least annually on all matters concerning its objectives. This includes:

(a) Its review of the statewide information technology plan
developed by the department.

(b) The findings and conclusions of its periodic reviews.

(c) Its vrecommendations on desirable Tlegislation vrelating to
information technology.

11. Adopt rules it deems necessary or desirable to further the
objectives and programs of the committee.

D. The committee shall meet at the call of the chairperson.

E. Members of the committee are not eligible to receive
compensation but are eligible to receive reimbursement for expenses
pursuant to title 38, chapter 4, article 2.

F. For the purposes of this section, "advisory member"” means a
member who gives advice to the other members of the committee at committee
meetings but who is not eligible to vote and is not a member for purposes
of determining whether a quorum is present.

Sec. 4. Section 41-4252, Arizona Revised Statutes, 1is amended to
read:

41-4252. Arizona department of homeland security; director;

deputy director; assistant directors; divisions

A. The Arizona department of homeland security is established. The
direction, operation and control of the department are the responsibility
of the director.

B. The governor shall appoint the director pursuant to section
38-211. The director shall administer the department and serve at the
pleasure of the governor. The director 1is entitled to receive
compensation as determined under section 38-611. The director shall
appoint a deputy director AND A STATEWIDE CHIEF INFORMATION SECURITY
OFFICER and, subject to legislative appropriation, may appoint ADDITIONAL
DEPUTY DIRECTORS AND those assistant directors as the director deems
appropriate. The positions of director, STATEWIDE CHIEF INFORMATION
SECURITY OFFICER and deputy director are exempt from chapter 4, articles 5
and 6 of this title relating to the state service.

C. To be eligible for appointment as director a person must have a
background or experience in one or more of the following areas:

1. Public administration.

Disaster response.

Law enforcement.
Business administration.
CYBERSECURITY.

oA w N
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D. The director may organize the department 1into divisions the
director deems appropriate.

Sec. 5. Section 41-4253, Arizona Revised Statutes, is amended to
read:

41-4253. Department employees

Subject to chapter 4, article 4 and, as applicable, articles 5 and 6
of this title, the director shall employ, determine the conditions of
employment of and specify the duties of gwdmimistrative,—secretariat——and
Ttericat employees the director deems necessary.

Sec. 6. Section 41-4254, Arizona Revised Statutes, is amended to
read:

41-4254. Department duties

The department shall:

1. Formulate policies, plans and programs to enhance the ability of
this state to prevent and respond to acts of terrorism, CYBERSECURITY
THREATS and other critical hazards.

2 —Devetop o statewide hometand—security strateyy-

2. ADHERE TO ALL FEDERAL GRANT TERMS AND CONDITIONS.

3. Request appropriations or grants of monies for homeland security
purposes.

A —Provide —tothe Semior —auvisSoTry COmmi ttee members o Summary ot
the—amoumt—of—federa—hometamd—Secur ity momies Tequested by this state—foT
TaC gTamTtprogTran

5~ 4. Receive all awards granted to this state by the federal
government for homeland security purposes anmd—provide —to —the—senior

~
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edeTa
a

.
|
SeCUT Tty grants tothis—state atonmg—with—theproject—titte—anmdt—the—amount

ofeacth—subgramtee award.

6~ 5. Distribute monies to local jurisdictions and other
organizations eligible under federal regulations based on criteria in the
statewide tometanmd—security strategy and federal grant guidelines.
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Sec. 7. Section 41-4255, Arizona Revised Statutes, 1is amended to
read:

41-4255. Annual report

A. On or before September 1 of each year, the ARIZONA department of
homeland security shall submit a homeland security allocation and
expenditure report to the governor, the president of the senate, the
speaker of the house of representatives, the chairperson of the senate
appropriations committee, the chairperson of the house appropriations
committee;— AND the staff and cochairpersons of the joint Tegislative
budget committee amd—the—members—of—the Jjoimt—tegistative committee—on

border—anmd—tometand—secuTrity.

B. The director shall provide a copy of the report to the secretary
of state. The department may redact sensitive information contained in
the report if necessary.

C. The report shall include:

1. Each Tocal and state project that was awarded funding for the
current year.

2. Expenditures for each local and state project that was awarded
funding for the current year.

3. Expenditures from federal appropriations and grants that were
used by the department for administrative and state agency purposes.

4. A narrative description detailing each state project awarded
funding, including the goals and objectives of each state project.

5. The progress made on each project since the last report.

6. Project awards and expenditures fromprior—years begimrimg—with
ffscat—year—2001=2062 FOR OPEN GRANT PROJECTS BY JUNE 30 OF EACH YEAR.

7. A detailed plan on how homeland security efforts will be
continued in the event of decreased federal funding.

Sec. 8. Repeal

Sections 41-4256 and 41-4257, Arizona Revised Statutes, are
repealed.

Sec. 9. Section 41-4258, Arizona Revised Statutes, 1is amended to

read:

41-4258. Arizona department of homeland security regional

advisory councils; appointment; terms; duties

A. The Arizona department of homeland security regional advisory
councils are established.

B. THE DEPARTMENT SHALL ENSURE REASONABLE DISTRIBUTION OF AREA
REPRESENTATION. A total of five councils are established as follows:

1. The north region is composed of the jurisdictions contained in
the Coconino, Navajo and Apache county boundaries. MNo—more—ttam—four
membeTs o —the—Tounci ey be—fTom any ome Ccoumty -

2. The east region 1is composed of the jurisdictions contained 1in
the Graham, Greenlee, Gila and Pinal county boundaries. WNo—more—ttam

threemembers—of—the—coumci ey be—fromany ome county -

_7_
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3. The south region is composed of the jurisdictions contained 1in
the Pima, Santa Cruz, Cochise and Yuma county boundaries. WNo—more—ttam
threemembers—of—thecoumci ey be—fTrom any ome couty -

4. The west region is composed of the jurisdictions contained in
the Mohave, La Paz and Yavapai county boundaries. Ho—more—ttam—four
membeTs of thecounci —may be from any onme County -

5. The central region is composed of the jurisdictions contained in
the Maricopa county boundaries.

C. Each regional advisory council consists of foorteem TWELVE
members who serve for a term of three years. Members shall reside or work
in the region they represent, except for the representative from the
department of public safety. For the purposes of Timiting the membership
in a county, the representative from the department of public safety and
the tribal representative do not count toward the membership limit from a
county.

D. The governor shall appoint each member of a regional advisory
council. The membership of the councils consists of:

1. A representative of a fire service from an urban or suburban
area in the region.

2. A representative of a fire service from a rural area 1in the
region.

A police chief.

A county sheriff or the sheriff's proxy.
A tribal representative.

An emergency manager.

Mmayor of the mqyur'b pPTOXY~

b =

A COUMty SUPETvViSOTr o the SUpervisor s pProxy-
7. Four at-Targe members.
8. A representative from the department of public safety.
9. A public health representative.
E. A member must have a background in or experience with disaster
response or law enforcement issues.
F. Subject to approval by the director;—omty those—members—tisted

Tsubsectiom O parayraphs 457 and 8 may be Tepresented—om the—councit

Ty s

by o persom desiymated—by that—member—to—Serve s that—member—s—proxy OR
DEPUTY DIRECTOR, WITHIN A REASONABLE TIME FRAME BEFORE THE MEETING,
MEMBERS MAY BE REPRESENTED ON THE COUNCIL BY A PERSON DESIGNATED BY THAT
MEMBER TO SERVE AS THE MEMBER'S PROXY. The proxy must have a background
in or experience with disaster response or law enforcement issues. Omor
beforeduty T—of—Teach year; the member—stat—Submit—a biographicat —Sketch

of—the proxy S exXperience and quatifications for Service om the Tounci T to
the—Arizoma—departmenrt—of—tometamd—security -

G. At the first meeting held after July 1 of each year, each
regional advisory council shall elect a chairperson and vite-chairperson
VICE CHAIRPERSON.
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H. Each regional advisory council shall meet on the—Tatt——of—the
Thgtrpersom but—at—teast—four—times ammuatty AN AS NEEDED BASIS TO CONDUCT
BUSINESS. No actions may be taken without a quorum present.

I. It 1is the duty of each regional advisory council member to
maintain communication with and represent other offices and organizations
within the members' professional discipline in the region.

J. In coordination with the department, the regional advisory
council shall:

t—Pevetop,—mpTement—anmd—maimtai T reyiomat——home tand——security
strateygies—

?2- 1. Support and assist in Tmptemenmtatiom——of IMPLEMENTING
Arizona's comprehensive statewide risk assessment.

3- 2. Support and assist an integrated regional approach to
homeland security in this state.

4~ 3. +fFstabtisht ENCOURAGE baseline prevention and response
capabilities througtr—anchor——cities THROUGHOUT THE REGION consistent with
state and regional plans.

5—Cuttaborate—with—other—Tegioma——Counc T s —amd—oTganmiZations —to

EMTSUTE — SUCTESS Ul Ttegrationm —of —homerdanmd——Security —programs —and

T tTatTves:

t~ 4. Develop a 1list of recommendations for state homeland
security grant program monies and forward these recommendations to the
director.

7~ 5. Recommend allocation of state homeland security grant
program monies to eligible jurisdictions and other organizations based on
regional, state and federal criteria.

K. Members are not eligible to receive compensation but are
eligible for reimbursement of expenses pursuant to title 38, chapter 4,
article 2.

L. Elected officials shall serve on the council in their capacity
as elected officials. If an elected official is no longer in office that
position on the regional advisory council shall be considered vacant and a
new appointment shall be made.

Sec. 10. Title 41, chapter 41, Arizona Revised Statutes, is amended
by adding article 3, to read:

ARTICLE 3. STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE

41-4281. Definitions

IN THIS ARTICLE, UNLESS THE CONTEXT OTHERWISE REQUIRES:

1. "BREACH" OR "SECURITY SYSTEM BREACH" HAS THE SAME MEANING
PRESCRIBED IN SECTION 18-551.

2. "BUDGET UNIT" HAS THE SAME MEANING PRESCRIBED IN SECTION 18-101.

3. "INFORMATION TECHNOLOGY™ HAS THE SAME MEANING PRESCRIBED 1IN
SECTION 18-101.

4. "SECURITY INCIDENT™ HAS THE SAME MEANING PRESCRIBED IN SECTION
18-551.
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41-4282. Statewide information security and privacy office;
duties; suspension of budget unit's information
infrastructure

A. THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE IS
ESTABLISHED IN THE ARIZONA DEPARTMENT OF HOMELAND SECURITY. THE STATEWIDE
INFORMATION SECURITY AND PRIVACY OFFICE SHALL SERVE AS THE STRATEGIC
PLANNING, FACILITATION AND COORDINATION OFFICE FOR INFORMATION SECURITY 1IN
THIS  STATE. INDIVIDUAL BUDGET UNITS SHALL CONTINUE TO MAINTAIN
OPERATIONAL RESPONSIBILITY FOR INFORMATION SECURITY.

B. THE DIRECTOR SHALL SERVE AS OR APPOINT THE STATEWIDE CHIEF
INFORMATION SECURITY OFFICER TO MANAGE THE STATEWIDE INFORMATION SECURITY
AND PRIVACY OFFICE. IF OTHER THAN THE DIRECTOR, THE STATEWIDE CHIEF
INFORMATION SECURITY OFFICER SHALL REPORT TO THE DIRECTOR PURSUANT TO
SECTION 41-4252.

C. THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE SHALL:

1. DEVELOP, IMPLEMENT, MAINTAIN AND ENSURE COMPLIANCE FOR EACH
BUDGET UNIT WITH STATEWIDE INFORMATION SECURITY POLICIES AND A COORDINATED
STATEWIDE ASSURANCE PLAN FOR INFORMATION SECURITY AND PRIVACY.

2. DIRECT INFORMATION SECURITY AND PRIVACY PROTECTION COMPLIANCE
REVIEWS FOR EACH BUDGET UNIT TO ENSURE COMPLIANCE WITH POLICIES, STANDARDS
AND EFFECTIVENESS OF INFORMATION SECURITY ASSURANCE PLANS AS NECESSARY.

3. IDENTIFY INFORMATION SECURITY AND PRIVACY PROTECTION RISKS 1IN
EACH BUDGET UNIT AND DIRECT AGENCIES TO ADOPT RISK MITIGATION STRATEGIES,
METHODS AND PROCEDURES TO MINIMIZE THE RISKS.

4. MONITOR AND REPORT COMPLIANCE OF EACH BUDGET UNIT WITH STATE
INFORMATION SECURITY AND PRIVACY PROTECTION POLICIES, STANDARDS AND
PROCEDURES.

5. COORDINATE STATEWIDE INFORMATION SECURITY AND PRIVACY PROTECTION
AWARENESS AND TRAINING PROGRAMS.

6. ESTABLISH A STATE SECURITY OPERATIONS CENTER FOR CENTRAL
DETECTION, REPORTING AND RESPONSE EFFORTS FOR SECURITY INCIDENTS AND
BREACHES ACROSS THE STATE.

7. DEVELOP OTHER STRATEGIES AS NECESSARY TO PROTECT THIS STATE'S
INFORMATION TECHNOLOGY INFRASTRUCTURE AND THE DATA THAT IS STORED ON OR
TRANSMITTED BY THE INFRASTRUCTURE.

8. CONSULT WITH THE DEPARTMENT OF ADMINISTRATION FOR A FULL REVIEW
OF THE SECURITY ASPECTS FOR INFORMATION TECHNOLOGY PROJECTS PRESCRIBED IN
SECTION 18-104.

9. OPERATE THE INFORMATION SECURITY ASPECTS OF THE ENTERPRISE-LEVEL
INFRASTRUCTURE MANAGED BY THE DEPARTMENT OF ADMINISTRATION.

D. THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE MAY
TEMPORARILY SUSPEND OPERATION OF INFORMATION INFRASTRUCTURE THAT IS OWNED,
LEASED, OUTSOURCED OR SHARED TO ISOLATE THE SOURCE OF, OR STOP THE SPREAD
OF, AN INFORMATION SECURITY SYSTEM BREACH OR OTHER SIMILAR INCIDENT. A
BUDGET UNIT AND THE DEPARTMENT OF ADMINISTRATION, AS APPLICABLE, SHALL

_10_
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COMPLY WITH DIRECTIVES TO TEMPORARILY DISCONTINUE OR SUSPEND OPERATIONS OF
INFORMATION INFRASTRUCTURE.

E. EACH BUDGET UNIT AND ITS CONTRACTORS SHALL IDENTIFY AND REPORT
SECURITY INCIDENTS TO THE STATEWIDE INFORMATION SECURITY AND PRIVACY
OFFICE IMMEDIATELY ON DISCOVERY AND DEPLOY MITIGATION STRATEGIES AS
DIRECTED.

F. THE ARIZONA DEPARTMENT OF HOMELAND SECURITY MAY EXAMINE ALL
BOOKS, PAPERS, RECORDS AND DOCUMENTS IN THE OFFICE OF ANY BUDGET UNIT AND
MAY REQUIRE ANY STATE OFFICER OF THE BUDGET UNIT TO PROVIDE THE
INFORMATION OR STATEMENTS NECESSARY TO CARRY OUT THIS SECTION.

G. BUDGET UNITS SHALL DEMONSTRATE EXPERTISE TO CARRY OUT SECURITY
ASSURANCE PLANS, EITHER BY EMPLOYING STAFF OR CONTRACTING FOR OUTSIDE
SERVICES.

H. A BUDGET UNIT MAY ENTER INTO AN AGREEMENT WITH THE DEPARTMENT OF
ADMINISTRATION OR THE ARIZONA DEPARTMENT OF HOMELAND SECURITY TO MEET THE
REQUIREMENTS OF THIS SECTION.

Sec. 11. Retention of members

Notwithstanding section 41-4258, Arizona Revised Statutes, as
amended by this act, all persons serving as members of the Arizona
department of homeland security regional advisory councils on the
effective date of this act may continue to serve until the expiration of
their normal terms.
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